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Preface

This report presents further design and implementation
of the Air Force Institute of Technology's Digital
Engineering Laboratory Network (DELNET) operating system
protocols. It is hoped that the protocol designs, of this
thesis effort, will provide a firm base on which future and
continuéd research can depend,
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sincere appreciation to Dr. Gary Lamont, my thesis advisor,
for his guidance and patience during this effort., Dr.
Lamont's philosophy of the thesis effort focusing on the
aspects of learning and quality rather than mere quantity
has made this thesis effort a truly rewarding experience. I
would also like to thank Capt., Geno Cuomo whose concurrent
thesis efforts provided me with assistance and insight into
the hardware aspects of this project. I would like to thank
the personnel of the DEL, especially Capt. Lee Baker and
Mr. Dan Zambon, for their assistance and enthusiasm in all
matters relating to this project. I would like to extend my
appreciation and best wishes to my fellow students whose
support and humor have made this project an enjoyable
experience.,

Foremost, I would like to dedicate this thesis to my
wife, Karen. She has provided me with love and support for
over fourteen years., For this, I will be eternally
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Abstract

Development of the Air Force Institute of Technology's
Digital Engineering Laboratory Network (DELNET) was
continued with the design and implementation of the first
three layers of the DELNET's Operating System protocol
structure, 'This-éfforﬁ cené;red on the éctual software
module development and their relationships to established
standards for local area network protocol structures, The
overall system organization and protocol structure followed
the recommendations of the International Standards
Organization's (ISO) Reference Model for Open Systems
Interconnections, Within these guidelines, the Data Link
Layer was developed utilizing a selected subset of the Link
Access Procedure Protocol (LAP) adapted by the Consultive
Committee for International Telephone and Telegraph
(CCITT). The third protocol layer was developed utiiizing
an appropriate subset of the X.25 Packet Switching Protocol
standards which were also adapted by of the CCITT. This
study formulates the specific requirements, designs, and
implementations of these protocol layers and presents

recommendations for future research and development.
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31/ X. INTRODUCTION

The purpose of this thesis investigation is to continue
the design and implementation of the software necessary to
perform intercommunications between host-to-host computer
devices and host-to-node computer devices for the Air Force
Institute of Technology's (AFIT) Digital Engineering
Laboratory Network (DELNET). AFIT's DELNET is a proposed
local computer network (LCN) which will interconnect a
series of independent stand alone minicomputers and
microcomputers confined within a local area of the Digital
Engineering Laboratory (DEL).//;;;~BELNET”ih‘turn will
eventually connect to the AFIT Local Area Network (ALAN),
Much of the research for this thesis effort is sponsored by
the Rome Air Development Center (RADC) located at Griffis
AFB, NY., under AFIT's post doctorial reseach program.

A tremendous concentration of research has been spawned
by industry to place computers and their peripheral devices
into LCNs (Ref 11). The driving force for this intense
research is two fold. First is the tremendous power gained
by combining several processors to accomplish a single task
or multiplicity of tasks., And the second is the tremendous
savings involved in sharing both software and hardware
resources by reducing duplication of effort. The initial
dominant influences for network design has evolved from
private vendors whose designs were implemented with vendor

unique hardware and software (Ref 19), Fortunately, much of

the software design occured during the same ‘time period as
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the general computer software community was transitioning to
modularized design and top down analysis. For this reason,
throughout industry there has been a general acceptance of
structured design levels or rules called 'protocols', It is
through this philosophy of strictly deftined levels of

protocols that this investigation is based.

Historical Perspective

Since the advent of modern ‘computers in the late
1940's, researchers have continually attempted to reduce the
physical size and increase the speed of computers. As these
goals are achieved, computers generally become more
accessible and flexible in their applications. Several
milestones in recent electronic history have made this goal
a reality. The first was the development of the transistor
and solid state electronics. The second was the development
of integrated circuits and their large scale integration
(Ref 6). Additional developments include the advancements
in transmission line technology using broadband techniques
rather than the more conventional baseband (Ref 12),
Computers have become so diversified and relatively
inexpensive that their availability is well within the reach
of practically all institutions and many individuals.

But even with the greatly improved accessability and
reduced size and cost of computers, many limitations still
exist. For example, large main frame computers are required
for a wide variety of applications. These computers remain

large, expensive, and often out of reach of many potential
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users. Additionally, small minicomputers and microcomputers
have limitations such as relatively small memories and slow
computational speeds. Peripheral equipment such as
secondary storage devices are costly and are only used a
fraction of the time when they are connected to dedicated
small computers, Large data bases are not only costly but
must be shared by many users simultaneously in order to be
effective and cost efficient. These'are just a few reasons
why networking has become a necessity. By interconnecting
computers into a network, each computer's capability can be
greatly increased and the costs of both hardware and
software can be significantly reduced by sharing valuable
resources,

Often when new technology is developed, additional
forms of technology must be developed to function as a
technological buffer or bridge before the new technology can
be appli+*d., The time span from first conception to actual
application may be several years. Fortunately this is not
the case for the development of LCNs. The phenominal
advances in large scale integration which have made the
advent of minicomputers and microcomputers a reality are
also the vehicle which makes it possible to develop the
interfaces for placing these computers into networks. These
network interface units (NIU) are normally microprocessor
controlled devices with inputs, outputs, and memory; the
same components which compose the computers themselves. 1In

fact, the NIUs may be thought of as special purposc
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computers which are architecturally designed for interfacing

with other computers for the purpose of routing information

into and out of the network.

Rackground

It became readily apparent to the military that the
distributed processing and resource sharing of the LCNs were
of great importance from both an economical and operational
viewpoint. 1In 1977 a technical report was produced by the
1842 Electrical Engineering Group at Scott AFB, Ill (Ref
23) . This report stated the necessity for
computer/communications networks and presented assessments
on the feasibility and economics concerning such a network.
This report included a scenario for a typical military
facility communications network which incorporates a
multi-ring topology. The report specified five distinct
types of NIUs to be used as the distributed communication
concentrators., A 1980 AFIT thesis concluded that these five
NIU types could be combined into a single universal NIU (Ref
3). Later that same year, another AFIT MS student designed
a prototype Universal Network Interface Device (UNID) as his
APIT MS thesis (Ref 2). In late 1981, an upgraded prototype
UNID was constructed and partially demonstrated as part of
another AFIT MS thesis effort (Ref 17). Although the UNID
was successfully demonstrated in part, it had several
hardware design problems which required upgrading before its
full capabilities could be demonstrated., Concurrent with

this thesis effort, a continuation of the upgrade to the
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UNID is being conducted (Ref 4).

As the UNID development progressed, the AFIT DEL became
interested in using the UNID as the DELNET's interface
medium (Ref 11). With its abundance of minicomputers and
microcomputers, the DEL was an ideal environment to test
both the UNID's suitability as a NIU and the feasibility of
interconnecting the DEL's varied population into a LCN,
There were three basic advantages of: placing the DEL into a
network, The first two of resource sharing and distributed
processing were previously discussed., The third reason is
that the DELNET would provide an ideal vehicle for state of
the art research and study by AFIT students and faculty.

As a result of this interest, AFIT sponsored another
thesis project to identify requirements and specify an
initial design for the DELNET. That thesis included in the
performance capabilities: virtual system transparency,
software tool sharing, peripheral device sharing, file
transfer, potential for additional network interface, and a
distributed data base applications (Ref 11), The thesis
included in its hardware specifications: loop network
topology, a two UNID system connected by a fiber optic link
for the network bus, and three host computers (Ref 11).

Another APIT MS thesis effort continued the design of
the DELNET from a software viewpoint (Ref 9). That
investigation determined the overall structure of the DELNET
protocols and partially implemented and successfully

demonstrated several modules of software from both the local

1-5
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and network side of the UNID.

Problem and Scope

This study focused on the areas necessary that would
make the UNID functional at its minimum level. A minimum of
operations should consist of being able to have one host
computer interject a message packet through its UNID and
onto the network. A second UNID should be able to sieze the
packet and properly route it to its appropriate host.

The purpose of this study was to continue the
development of the host-to-host and host-to-node protocols
required for DELNET implementation., It included
continuation of development and implementation of the UNID
operations, the implementation of a local and network
operating systems for the UNID, and a generalized

methodology for the host computer implementation,

2 h/Obiect ]

The intial approach in solving the problem of network
design consisted of performing an extensive literature
search to gather as much of the available information as
possible, The enormous volumes of information was
indicative 6f the attention focused on computer and
communication networks in recent years, In addition to this
information, all previous theses from AFIT that pertained to
the DELNET and UNID were studied.

It is the objective of this investigation to build upon

these previous thesis efforts and continue the protocol

1-6
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implementation and software development. As in the previous
research, the main framework for the protocol structures is
a modularized structure using a top down approach., It is
also important to use established documented standards
within this framework. This effort enables follow on
development to continue with a minimum of rework; it enables
modifications and revisions easily and efficiently; and it
reduces the cost of additions.

The philosophy of top down design is sound and although
it is seldom used, it is the accepted standard throughout
industry (Ref 14). BHowever, for actual implementation it
has several drawbacks. For example, if the design begins at
the highest level and sequences downward to smaller
sub-modules, the proper perspective is maintained but the
overall structure cannot be exercised until the bottom most
module is complete. This is especially true if the top
modules must use the lower modules to perform their tasks.
The development of the DELNET's operating system combines
the hierarchial structure of the protocol and structured
programming which comprise the software for deQeloping this
protocol, This development is analogous to the construction
of a high rise building. The design begins from the
architectural view of the entire building and gradually
becomes more specific and narrow in scope until finally the
intricate details are designed. The actual construction of

the building on the other hand, must begin on the ground

level and slowly move toward the larger final product. The
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protocol hierarchy of the DELNET operating system is similar
to that of a high rise building. Each protocol layer is

like a level of the building of which the lower levels must
be climbed before reaching the top. A similar analogy can
be drawn between the hierarchial structure of the protocol
levels and that of the top down design of structured
programming. This comparison is not subtle, however. It is
through the new Systems Engineering philosophy of structured
analysis that both were derived.

While the overall framework and global design of the
DELNET operting system is based on the top down approach,
the actual implementation will be based on a bottom up
approach. The lower levels of protocol are established,
tested, and built upon. In this manner, the basic network
functions can be used until the higher levels can be
developed, Additionally, the lower levels can be used to
help test and verify the upper levels during
implementation. In using this approach two important points
must be continually addressed. The first is that even
though the levels are being implemented from the bottom,
they must conform to the overall framework established in
the top down design. And secondly, each protocol level in
itself is treated as a complete entity and is designed in
the top down fashion. Keeping these facts foremost, the
design of the network began,

It was not feasable to attempt to incorporate all the

minicomputers and microcomputers in the DEL for current




thesis efforts. For this reason a small subset was chosen.
The most logical choice was the Zilog MCZ 1/25 microcomputer
which was used as the software development system for the
DELNET. The most attractive aspect of this system is that
it is dedicated to this thesis effort and was available at
any time. The additional choices for implementation
included the DEC LSI-11, DEC Vax 11/780, and Data General
Eclipse S/250, These latter choices were made because each
uses the Pascal programming language and support a variety
of highly desirable peripheral equipment. The primary
reasons for selecting Pascal as the programming language
were due to its modularized structured design, and its
availability to AFIT students both in hardware and detailed
instruction. The proposed initial DELNET configuration is
shown in Figure 1.

The initial plan was to incorporate the MCZz 1/25 and
LSI-11 microcomputers into the network. The MCZ was chosen
because of its availability and dedication to this project,
The LSI-11 was chosen due to the familiarization to the
personnel involved with this project and its availaility
during the time period of this investigation. As the
software for succesive levels of protocol was developed, it
was to be tested and validated. When the system was able to
properly transmit, route, and receive message packets from
one host to the next, the additional computers were to be

incorporated into the network,

1-9
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Figure 1.

Initial Delnet Configuration
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QOverview of Thesis

The overall structure of this thesis parallels the
developmental structure of the DELNET protocols. Chapter II
presents the overall network structure which discusses the
functional requirements and standards used in the protocol
development, Subsequent chapters present a single level of
protocol and its design and implementation. Chapter VI
describes the software configu;ation, testing, and
validation of the DELNET operating system. The final
chapter summarizes the report and makes recommendations for
future research and development. The appendices contain
software and supporting documentation for the main portions

of this thesis effort.
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II. Punctional Regquirements and Standards

Introduction

This chapter introduces the functional requirements
which are applicable to this project and the standards thch
govern it. These requirements and standards result from the
initial design of the UNID and DELNET which were addressed
in Chapter I, This chapter is separated into three sections:
global requirements, system requirements, and detailed
requirements,

The global level requirements are those which apply in
general to all phases of the project, System level
requirements are those which have multiple influences
including the global requirements, technical aspects of the
LCNs, and constgaints of initial DELNET configuration, The
detailed level requirements are those network functions
which specifically apply to the operation and application of
the DELNET. The standards which govern these requirements

are presented in each section,

Global Requirements

Global requirements are basically abstractions and deal
with the characteristics of an idealized system. They were
initially defined by a 1980 AFIT Thesis (Ref 11) as the
"Design-Oriented Functional Requirements"™. They include
flexibility, virtual operation, and network performance

monitoring.

Elexibility. Flexibility is a term which has become

2-1
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increasingly used in recent years whenever discussing new

technology and designs. Because of growing costs,
specifically in the area of new system design and
development, it has become necessary to build in
'flexibility' so that a product can be used for a variety of
tasks with little or no modifications. This philosophy is
sound and has often been proven to save both time and
money. Care must be taken, however, not to over design a
new system or else it may become too universal in nature
(Ref 8). 1In doing so, the system may not function optimally
in any application and the cost may exceed the combined cost
of individual nonflexible specific designs,

The design of the DELNET protocols must be such as to
accomplish the specific objectives of the bELNET, but
flexible enough to allow for expansion and reconfigquration.
Just because the UNID is the device for interfacing the
hosts into the DELNET, this does not imply that the
protocols for the DELNET will necessarily function on a
universal basis for all applications where the UNID is
used. The flexibility, as it applies to fhe DELNET,
specifically addresses the ease in which hardware, software,
topologies, and network concepts can be modified. This is
especially true in relation to the continual changes and
upgrading of minicomputers and microcomputers which are
presently being used in the DEL.

Virtual Operation. Virtual operation implies that

within the DELNET, one host can communicate with another

2-2
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host on the same level of protocol. For example, in
transferring files, the user only generates the proper
command and the transfer takes place., The formatting of the
file into packets, tagging the packet with the headers and
trailers, and routing the the packet are all transparent to
the user., These services take place at various levels
throughout the protocol hierarchy. The user simply
communicates at the user interface level. The transparency
or virtual operation is an essential element of an efficient
and effective network., Tradeoffs may be made to develop
workable systems within the scope of this project.
Performance Monitoring. The ability to monitor the
performance of the DELNET would be of great benefit for a
variety of reasons, First, it would provide.a means of
testing and verifying proper system performance during its
development. Secondly, it would provide a means of
collecting data on the system for the purpose of real time
evaluations and fault analysis, or more simply to insure
proper operation once the DELNET becomes operational,
Thirdly, future modifications can use the moni tor to insure

proper integration into the DELNET.,

Global Standards

Many of the specific protocols for the DELNET are not
directly transferable to other networks which use the UNID,
This is because many of the services that the DELNET
operating system provides pertain only to networks with

similar characteristics such as topology, routing schemes,

2-3
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and flow control. The general framework for developing

these protocols, however, can be used to develop or modify
the specific protocols for other applications. There are
many global schemes or standards used by industry for
developing their protocol frameworks for LCNs. Most of
these standards are derived from the Consultive Committee
for International Telephone and Telegraph (CCITT), the
International Standards Organization (ISO), the American
National Standards Institute (ANSI), the Electronic
Industries Association (EIA), or a proprietary standard
design from a particular vendor (Ref 7).

At the present, most of these standards do not address
the global aspect of protocol design, but rather concentrate
on specific levels of protocol. The ISO haé, however,
developed one of the first complete global models for
general LCN applications., It is called the Reference Model
of Open Systems Interconnection (0OSI)., The ISO is a seven
layer protocol model, Each layer in turn is governed by
additional more specific standards (Ref 33)., Figure 2 shows
a pictorial representation of .the ISO model.

In developing this model the ISO considered several
important points. First, each abstraction of communication
should be placed into its own protocol level. Second, this
communication level should perform a specific function,
Third, these functions should minimize flow across the
protocol layer boundry. Fourth, the protocol layer

boundries should be chosen to minimize da;a flow across
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interfaces., And lastly, each layer should be manageable and
yet be able to support its function (Ref 33).

The following is a global description of the ISO seven
layer protocol model (Ref 22).

IThe Physical Layer. This is the lowest and most basic
link in the network. It deals with the physical realities
of the network and is concerned with the transmitting of raw
bits over a channel. It deals with connections, voltage
levels, and transmission rates.,

The Data Link Laver. This level creates, recognizes,
and governs the flow of the logical bits created in the
physical layer. This is generally accomplished by creating
frames or packets of data. The effort placed into this
layer will allow the next level (Network Layer) to
accomplish its task in a more efficient manner,

Network Layer. This layer is concerned with the
routing and management of the data packets. It largely
determines the host-to-node interface and is subject to
substantial design attention with concerns over the division
of labor between the host and the node.

Transport Layer. This layer is concerned with
establishing communication paths between hosts. It is
sometimes referred to as the host-to-host layer. It manages
buffer space and controls data flow. This is the highest
layer concerned with the transport services and normally
functions with communications taking place from a source

host to a destination host with the NIU being transparent to
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COMMUNICATION

l

PHYSICAL LAYER

PHYSICAL

—» NODE TO NODE
COMMUNICATION

Figure 2. ISO Protocol Model
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the service,

Session Layer. This layer is the user's interface into
the network by establishing a connection or session to
manage the dialoque in an orderly fashion. An example may
be time sharing or the transferring of a file from one host
to another. The service includes setting up the connection,
establishing agreement on the session options (called
binding), managing the session, and disconnecting the
session upon task completion.

Presentation Layer. This layer performs library
functions for the network such as the transfer of files,
format configuration, text compression, encryption, etc.
The presentation layer attempts to alleviate inconsistencies
in the network faced by different host users.

Application Layer. The content of this layer is
determined by the users. They are normally application
dependent but many services are common in nature such as
file transfer and remote job execution,

Depending upon the size, complexity, and general
application of the network, the three top levels of protocol
may become blurred as to their specific tasks. -In fact, in
small special purpose systems, the three top levels may be
grouped together into a single protocol layer called the

*"Applications Layer" (Ref 22).

System Requirements
The global requirements specified in the previous

section dealt with the rather abstract gqualites of the
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system such as virtual operation, flexibility, and
performance monitoring. At the systems level these
requirements become more specific. At the lower levels of
the ISO seven layer model the system requirements-are quite
explicit, But as the levels increase so does their
complexity. In fact, the complexity evolves into
abstraction as the upper protocol levels are reached., This
is due to the application dependence .of the upper levels and
inability to fix requirements and standards to systems that
are application variant, For this reason, this section
concentrates on the lower levels of protocol where the
system requirements are well defined and yet remain under
the requirements defined at the global level,

Packet Switching Protocol. The global requirement of
flexibility establishes the necessity for a packet switching
data transfer technique rather than that of dedicated
physical connections., Additionally, the transparency
requires all forms of data to be processed similarly.
Efficiency requires the potential for parallel processing
with time division multiplexing of message portions. Again,
packet switching meets these requirements while meeting the
transmission bandwidth (Ref 9). For these reasons the
DELNET will use packet switching, store-and-foward
protocol.

Routing Technigues. Routing algorithms can greatly
influence the effectiveness of a network. This is

especially true for multipath networks which use dynamic
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routing schemes (Ref 20). One advantage of implementing the

DELNET with a loop or ring topology and store-and-foward
packet switching is that the routing technique is relatively
simple. It simply enables the UNID to interface a data
packet into the normal traffic of the network. The more
important aspect of this issue relates to the flexibility
requirement of the network. The protocols developed for
this investigation should be capable of absorbing additional

nodes and host into the network.,

System Standards
Using the ISO seven layer model as the global framework

for the network standards, many specific standards exist for

implementation of the bottom three levels of the protocol
model (Ref 22). Few specific standards exist, however, for
the top four levels since they are abstract in nature and
tend to pertain to the specfic system and its applications.
For this reason, this section will focus on the system
requirements for the bottom three layers of protocol.

The (CCITT) has developed an international standard
protocol for the bottom three layers of the ISO model. This
standard is known as the X.25 standard (Ref 7).
Investigation of other commercially available protocols
found serious deficiencies including vendor dependent
equipment, lack of technical sophistication, and the
overdependence of specific hardware. The versatility of the
X.25 standard and its endorsement by the CCITT led to its

acceptance as the access protocol for the DELNET (Ref 11).
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The X.25 recommendation defines the three layers of
protocol through references to the X,21 standard for the
Physical Layer, Link Access Procedure (LAP) for the Data
Link Layer, and packet control at the Network Layer (Ref

22) ., Figure 3 shows the protocol structure at the systems

level,

Detailed Requirements

At the detailed requirements level, the specific
network functions to be encountered by this project are well
defined. They include the operating system for the network
and the application functions,

Qperating System for the Network. There are two basic
approaches available for implementing an operating syétem
within the DELNET, The first is to have one host which
functions as a central node and control for the entire
ring. Each host would route its message to this central
host which in turn would perform any necessary conversions
or network control functions and route the packet to the
original destination. The central control node would thus
have the majority of the network operating system contained
within its memory. It would control all access commands and
control the network functions. The second method that could
be employed to implement the operating system for a network
is to have each host within the ring function independently
and on the same level, 1In this case the network operating
system would be stored within the memory of each system

host., Either method satisfies the requirement of a network
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operating system that would provide certain user services.

These services should include, but should not be limited to,
commands to LOGIN, LOGOUT, and HELP, Following is a brief

discussion of these commands as well as several speéial

application functions which should be included as services,

When a user wishes to use the network, the LOGIN
command will be used, This command will verify access
authorization, identify the user to the network for data
routing and status, and initializes the host for DELNET
processing,

The LOGOUT command will perform the opposite process.
The user is removed from the network configuration at the
network operating system level, and the host dependent
interface to the network is terminated. ”

The HELP command is required to provide any user with
convenient information about the network. The information
available must include network overview, current network
status, network map for routing, and command syntax
instructions (Ref 9).

The application functions are a minimum set of
instructions required to perform network operations. They
should include user messages for real time internetwork
communications, file transfer, and remote job execution.,

The message transfer is to allow for direct communication

from host to host (electronic mail). The file transfer
requirement is included to enable data identified as a file

on one host to be transfered to any other network host,
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Finally, the remote job execution will allow command files
on any host to be executed by any other network user (Ref
9).

Table 1 shows the relationships of the global, system,
and detailed levels of requirements and how they apply to
the DELNET.

Detaijled Standards

As with the system level, specific standards for the
upper levels of protocol do not exist due to their
abstractions. In fact, future research on the DELNET
protocols may elect to combine several of the higher levels
of the IS0 Model into a single Applicationns Layer (Ref
22).,

Physical Layer. The standards for this layer at a
detailed level are contained within the standards at the
systems and global level peviously presented. The
justification for these standards can be found in Reference
7. On the local side of the UNID the data link uses the
RS-232C standard for twisted wire pairs and connectors.
Only 9 out of the available 25 pins are used (Ref 17). The
data transfer from host to UNID is in‘serial at a maximum
rate of 19.2 kbps. On the network side, the data flow is
again serial using a modified RS-449 standard and a fiber
optic link at a maximum data rate of 2 mbps for the network
bus. Future research may explore various data rates. If
the maximums listed are exceeded, either the standards must

be changed or modifications must be made to the established
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standards, It must be emphasized that standard

modifications should not be taken lightly. A subtle change
at an early stage in development could substantially effect
modifications or interfaces in the future,

Data Link Laver. As specified at the systems level,
the data link access is governed specifically by the CCITT
standard for Link Access Procedures (LAP)., This LAP is very
similar to the ISO standard for the High Level Data Link
Control (HDLC). This standard specifies the packet frame
format as shown in Figure 4,

Network Laver. The specific detail of the standards
for this layer are basically the same as for the systems
level, The routing for the DELNET is simple and does not
require a great deal of attention., Frames simply travel
unidirectional within the ring. The source and destination
information is contained in the frame's header information.
As the frame in injected into the ring, it proceeds from
UNID to UNID until the address of the host is recognized by
its connected UNID. At this point the packet is seized and
routed to the proper host on the UNID's local side,

Figure 5 presents a hierarchy of all the DELNET
standards. Figure 5, in conjunction with Table 1, should
present the reader with a graphical representation of the
functional requirements and standards, at each level, which

govern the DELNET,
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PROTCCOL LCCAL J ETIORY NETWORK
LiVILs SIDE LT ERFACE SIDE STANDARDS
Data Packet = Standards {or tne Appli;ation
LoveL 7 128 bytes info %A{:;e:rzoggifrned by the ISO
. Initial iazplementation of DELNETD
AP?%%CATION combines layer 5,6, and ? iato a
LA single Applications Layer.
Host The UNID is transparent at this
level.
Data Packet =
LEVEL 6 128 bytes info
PRES ENTATION ( Saze as Level 7 )
LAYER
Host
Data Facket =
LEVEL 5 128 bytes info
SESSION ( Same as Level 7 )
LAYER
Host
Oata Facket = Standards for the Transport
LEVEL & 128 bytes « Layer are governed by the IS0
5 bytes for 7 layer model and specific
TRANSPORT Host=-to-~liogt Host-to=-Host D:LNET standards
LAYZR protocol jto be determined,
The UNID is transparent at this
Host lavel,
Data Fracme = Standards for the Network
LEVEL 3 Cata Packet « _JLayer are governed by the ISO
6 bytes for 7 layer model, CCITT Standards
NETHORK LAF protocol for X.25 and LAP, and specific
UNID DELNET Standards to be determined
LAYER (/_\\‘ .
l.bst \./'
Data {ra;c 3
total 139
LEVEL 2 bytes
n‘;éaLl"K UNID ( Same as Leyel 3)
LA
R
Host ‘\-_’7v**
i standards for the rnysical
LZVEL 1 Layer are governed by the IS0
= 7 layer model, CCITT Standards
. for X.21, and EIA Standards for
PAYSICAL UKID RS=233C, ' RS-422, R5-423, and
LAYER Moden RS=449 .
vl 2 a b & ¢ Local bus lines uge 15,2 kbEs,
Host ——-D——-—‘.‘-'et.vork tus lines use 2 mbps,
Notes: a. RS=232C Connectors de 265! USART
be RS«232C Data lines e, 2Z-80 5I0
Ce RS-449 Data Line (Fiber Optic)

Figure 5. Hierarchy of DELNET Standards




Summary

The purpose of this chapter is to identify the functional

requirements and standards for the DELNET from a global,
systems, and detailed viewpoint. The global level focused
on the flexibility, virtual operation, and performance
monitoring, The framework for the global standards is the
ISO seven layer protocol model. At the systems level, the
focus was on the techniques required for packet switching
and routing using the store-and-foward method. The system
level standards are governed by the X.25 standard developed
by the CCITT., The scope of the investigation limits the
detailed requirements to those which pertain to DELNET
operations. These include the network operating system
functions for access control and user help sérvices, and
application functions for message transfer, file transfer,
and remote job execution. Lastly, the standards that govern
the detailed requirements are specific for the bottom two
layers of protocol. The Physical Layer uses RS-232C and
RS-449 standards whereas the Data Link Layer uses LAP. The
third and forth levels at the detailed level are the same as
at the systems level, Also at the detailed level, the top
three levels are combined to make a single applications

layer. There have been several minor design considerations

mentioned in this chapter so that the detailed requirements
could be more specifically defined. The follc. ing chapters
define the actual designs of the first three protocol levels

and the implementations to support them.
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III. The Physical Laver
( Introduction
' This chapter presents the rationale used to determine

the specific hardware necessary for designing and

implementing the lowest level of the ISO seven layer model
for protocol development., The chapter begins with a general
theoretical discussion of various Physical Layer
implementaion techniques. It then discusses the specific
designs and implementations of the DELNET and how these
designs relate to previous research for this project. All
the actual implementations for the Physical Layer of the
DELNET are governed by the standards set forth in Chapter II

as shown,

Theory

The initial perception of the Physical Layer is one of
fulfilling a rather simplistic requirement to insure a
complete overview of all areas pertaining to data transfer
within a network, In contrast, however, the actual
theoretical considerations pertaining to this subject can
become quite complex. In fact, a comprehensive analysis
must consider the data bit stream as a periodic waveform and
is therefore subject to the bandwidth limitations determined
through complex Fourier Analysis.; It is imperative that the
bandwidth of the transfer medium be broad enough to support
a sufficient number of harmonics of the basic frequency to

successfully reproduce the square wave type bit stream.
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Chapter 3 of Reference 22 presents a detailed description of
this analysis. The results of this analysis contain several
important points. For example, given a particular type of

transfer medium or channel there exists a maximum data rate

that can be transmitted on that type of medium due to
bandwidth limitations,

The data rate is not the only factor used in
determining the type of channel used for a LCN. Additional
variables include length of channel, topology,
troubleshooting and maintenance, availablity of channel
interface equipment, susceptibility to electromagnetic
interference (EMI), '‘and cost., The types of transfer mediums
most often used for LCNs are twiéted-wife pair, coaxial
cable, and fiber-optics. Each has definite iimitations and
advantages over the others as described in the following
sections (Ref 13).

Twisted-wire Pair. Twisted-wire pairs are the most
commonly used channel medium between conventional data
communications equipment (DCE)-and data termination
equipment (DTE). The primary reasons are iow cost and
availability of the wire as well as its connectors. This
type of <channel is highly acceptable for normal
communications between DCE and DTE especially for short runs
of the cable (Ref 13). At the present time, 19.2 kbps and
9.6 kbps are the most widely implemented data rates due tc
the RS-232C standard. Twisted-wire pairs can even handle

data rates up to 10 Mbps for short distances of less than
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100 feet. One disadvantage of this type channel is its
susceptibility to EMI and its inadvertant broadcasting of
its own electromagnetic fields (Ref 8).

Within some networks one of the major disadvantages of
twisted-wire pairs is its limitation to function as a
baseband medium, Both fiber-optics and coaxial cable have
the capability to be used as both baseband or broadband
channel mediums. Baseband refers to the method of data
transfer of placing the bit stream directly onto the
channel; whereas, broadband refers to the method of
modulating the data onto an RF carrier frequency. Using
broadband channels, several customers have access to the
same channel simultaneously by modulating their data streams
at different rates (Ref 12 and 13). |

Coaxial-cable. In LCNs, coaxial-cable is the most
attractive medium for implementation due to its advantages
over twisted-wire pairs and few real disadvantages. Not
only can it support RF transmission for broadband
capabilities, but it is relatively inexpensive and easily
tapped, thus allowing easy additions to the network. It has
a broad bandwidth and can support data rates of 10 Mbps for
over 1000 feet or up to several miles for lower
frequencies. The only real disadvantages are its small
increase in cost over twisted-wire pairs, slight complexity,
and nonavailability and nonconformaty of connectors for the
DCE/DTE interface (Ref 13),

Eiber-optics. The use of fiber-optic channels is
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increasing proportionally as the technology of the subject
increases. At the present time there are several large

drawbacks to using fiber-optics within an LCN, The two

predominant limitations are cost and complexity of
installation. The fiber-optic modem which is used to
interface the NIUs to the network bus, is considerally more
expensive than the simple connectors used for twisted-wire
or coaxial cable. Additionally, any breaks in the
fiber-optic bus for the reasons of maintenance or additional
hookups must be precise and often become very complicated.
Once these obstacles are overcome, the fiber-optic channel
is the 'most efficient' and versatile channel of the three.
The primary benefits to using fiber-optics is that it is
practically impervious to EMI (Ref 13) and it can transfer
data at rates of over several hundred Mbps for distances ten
times greater than coaxial cable (Ref 8).

Many of the larger and newer LCNs are using various
combinations of the channel mediums mentioned., For example,
an inter-office network might be connected by a baseband bus
composed of either twisted-wire pairs or coaxial cable.
These small LCNs might join into a larger network being
supported by a broadband coaxial bus. This secondary
network might interconnect offices over several city blocks
from several different buildings. Finally, these secondary
networks might be connected to other secondary networks on
the other side of a large city via a fiber-optics channel,

It is easy to visualize that the type channel implemented
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depends on a great many variables which are primarily

determined by the use and size of the network (Ref 12).

DELNET Implementation

As stated in Chapter I, the role of the DELNET will
have many purposes. It will greatly aid to increase the
productivity of the DEL as well as providing a highly
pedagogical platform for student and faculty research and
study. For this reason, several decisions for the original
design of the DELNET departed from the typical operational
design considerations (Ref 9).

For example, in one of the original AFIT sponsored
thesis projects, the design specified a fiber-optic link to
be used as the network bus channel between the UNIDs (Ref
3). This design has carried foward and was incorporated as
part of the DELNET. It was determined that the fiber-optic
link would provide a vehicle for students to receive first
hand experience with this system.,

Although the DELNET's main network link is implemented
by a fiber-optic bus, the UNID itself does not incorporate a
fiber-optic modem nor connectors. For this reason, the UNID
connections on the network side begin with an RS-232C
connection and cable and lead into a fiber-optic modem
(Fibronics Model TTK) for network bus interface. By
connecting the network bus in this manner, it provides the
pedagogical requirements or the original design yet
minimized the <cost and complexity of the UNID.

Additionally, a very short run of twisted-wire pairs will
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not degrade the network link when working with data rates
below 10 Mbps (Ref 13)., For this and all preceeding DELNET
research, the network bus has functioned as a baseband
channel. With the fiber-optic cable functioning as its
channel medium, the possibility exits for an upgrade to a
broadband channel. The upgrade to a broadband channel would
allow for a greater number of UNIDS to be connected to the
DELNET without the adverse effects of increased traffic,
Additionally, the DELNET could support analog types of data
such as video and voice,

On the local side of the UNID, the four hosts are
connected to the UNID on standard RS-232C serial links. The
data rate between the hosts and the UNID is 19.2 Kbps.
Reference 17 provides a complete schematic breakdown of
these links, connectors, and pin assignments. There are no

future plans to change the local side bus confiquration,

Summary
Within the LCN community, the three basic types of

channel mediums being used for the physical layer of
protocol are the twisted-wire pairs, coaxial cable, and
fiber-optics. Under the standards set forth in Chapter 1II,
the DELNET incorporates a combination of twisted-wire pairs
for the local side data link at 19.2 Kbps. The network side
uses a fiber-optic link at 2 Mbps. All channels of the
DELNET operate in the baseband configuration but could be

expanded to broadband in the future,




el

e

P ——— -y

IV. Data Link Layer

Introduction

This chapter presents the design considerations
necessary for implementation of the second level of the ISO
seven layer model for protocol development. The chapter
begins with a discussion of various techniques that may be
employed to design a network's Déta Link Layer. It then
discusses the specific design and 'implementation of the
DELNET's data link protocol scheme and how this thesis
effort integrated its findings into the design of the
previous thesis efforts., All the actual implementations for
the Data Link Layer of the DELNET are governed by the

standards set forth in Chapter II as shown.

Design Considerations

The role of the Data Link Layer is to perform a variety
of tasks which are totally transparent to the users. The
tasks themselves vary widely in complexity in both concept
as well as in actual implementation. The main task of this
protocol level is to consider a raw transmission medium
between NIUs and transform it into a sophisticated channel
that appears free of errors to the next higher level of
protocol. It normally accomplishes this task by placing the
data packets into frames, transmitting the frames
sequentially, and then processing the acknowledgement frames
sent back from the receiving NIU (Ref 22),.

The concept of the Data Link Layer is_rather basic;
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however, depending upon the number of protocol enhancements
provided by a particular network, the design can become
quite complex. These enhancements may include flow control,
error detection, error correction, sequence management, and
automatic reset and restart capabilities. The degree of
effort spent in developing this layer of protocol is
directly reflected in the higher protocol layers. That is,
as many housekeeping tasks as possible should be implemented
within the lower levels of the protocol structure thus
freeing the higher levels to be used in a more efficient
effective manner (Ref 22),

There are as many variations for developing the Data
Link Layer as there are vendors and requlatory agencies
which control standards. Even when two seperate networks
are designed under the same identical standards, slight
variations exist due to the changes in topology and
utilization (Ref 18).

There are several major procedures used in industry for
implementing the Data Link Layer of a LCN. Fortunately,
most of these procedures are all very much alike, LAP (Ref
7)), BDLC (Ref 7), SDLC (Ref 18). 1In fact, they are so
common, many hardware devices incorporate modes of operation
specifically designed to automatically accomplish many of
the tasks of this protocol layer. One such device is the
new Intel 8272 Programmable HDLC/SDLC Protocol Controller.
Many other such devices are now in production (Ref 8)., In

fact, in the same time period as this thesis report was

4-2

P 4 — - P S PSP W S Wy S § P

and




v '.»H“.“'. s 4

being prepared, the Digital Equipment Corporation (DEC)
developed an NIU on a single LSI chip (Ref 8). 1In the past

and until such hardware devices are commonly used, most of
the tasks performed by the Data Link Layer will be
accomplished through software realization,

The fundamental building blocklpf the Data Link Layer
is the data frame. As a packet of data is processed for
transmission from node A to node B, a frame is built around
the packet. Figure 3 of Chapter II shows a typical frame,
The flag bits are normally set to 01111110 but may vary if
protocols agree, These flag bits are appended onto the
original data packet as are the address, control, and
checksum fields., The address bits are for routing and flow
control, The control bits provide informatién as to the
type, purpose, sequence number, and adknowledgement of
frames. The checksum bits are for error detection and in
some cases for error correction. The schemes themselves may
be as simple or complex as the networks which they control.
The Data Link Layer is only concerned with the appending
fields and normally has nothing to do with thé data packet
field. Reference 7 presents a detailed description of how
these frame headers are formatted and used.

The overall throughput efficiency of a data frame from
one node to another is proportional to the time spent on the
analysis of the header information (Ref 1). For example,
consider routing a frame from node A to node B through node

C. The designer of the network must decide if there should




be an acknowledgement between A and C and then C and B or
just between A and B. Additionally, the designer must decide
if error checking should be performed at every intermediate
node or just at the destination node, Other decisions that
the designer must make includes the numerical sequencing of
the frames known as the 'modulo number' and the maximum
number of frames that can be transmitted before an
acknowledgement is required (Ref 22). Also, if an
acknowledgement is not received, the designer must
incorporate the time interval before retransmission occurs,
As with most design problems, there are many
considerations that effect the performance of the network.
These include the topology, the amount of traffic on the
network, and perhaps the most important, the applications of
the network (Ref 22). It is very possible to incorporate so
many overhead enhancement features into the Data Link Layer
that the throughput is actually reduced (Ref 1). The
designer of the network protocol scheme must address these

specific performance considerations.

DRELNET Design and Implementation

Although there were many design decisions in regard to
the DELNET protocol scheme, there was one consideration that
would not normally affect a typical design environment.
This was the fact that this project would be used in a
continuing academic environment and would be passed from
student to student over several thesis efforts,

Additionally, in an acedemic environment a primary concern




is flexibility which fosters continuing research

investigations. Because of this, the overall design
concepts used did not only incorporate the modularized
approach as specified in Chapter I, but they have been kept
as basic as possible while maintaining the ability to
perform all the functions of the original design.

The network topology of a ring structured system
creates an ideal environment for a very simple yet effective
store-and-foward routing philosophy (Ref 22). While still
under the standard of the LAP, this philosophy actually
eliminates much of the data link control overhead and
greatly reduces others., Additionally, the store-and-foward
concept treats all UNIDs equally and independently and
eliminates the master-slave relationships normally designed
into an HDLC/SDLC type protocol scheme such as the LAP (Ref
22). Although the ring topology is not suited for all
applications of networks, it is an ideal first step or
starting point for the DELNET to build upon.

The data frame shown in Figure 4 was modified slightly
for the DELNET scheme development as shown in Figure 6.
There are two types of data frames used within the DELNET
design. Both types have a fixed length of 139 bytes. The
first is the information or I-frame and is used for
transfering data between two UNIDs. The second is the
supervisory or S-frame and is used for acknowledging the
receipt of a good I-frame. As the formatting information of

Figure 6 shows, the possibility of expanding the role of
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,f supervisory functions is open for future development., All
? . the procedures and tasks pertaining to this level of
protocol strictly function on the five appended fields of

[~ the frame. The information contained in the packet field is

of no use at this level of protocol.

The software developed in the previous thesis effort
(Ref 9) defined the basic framework of the procedures
required to support the Data Link Layer under the basic
guidelines of the LAP and X.25 standards. This software
established the buffer tables and pointers to maintain the
various routing of the frames, but made little or no
analysis of the appended header information., The primary
concern of this thesis effort, in relation to the Data Link
Layer, was to incorporate this analysis into the framework
previously designed.

The remainder of this section discusses the sequence of
events for the Data Link Layer scheme. Reference 9 should
be reviewed in order to understand the buffer table
structures previously developed. The algorithms of this
project were developed with the following philosophy of

operation:

- Pixed length frames

~ One directional communication on network bus

- Frame sequence numbering is modulo 2 (1 or 0)

- Prames received are physically moved to
their appropriate tables in shared memory

- No attempt is made at error correction

4-7
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- All frames are independent of each other

- The network does not approach saturation

- The percentage of network errors is low

The algorithms used to perform the services of the Data
Link Layer, were developed using a three tier scheme which
consisted of Data Plow Diagrams, Structure Charts, and
Pgseudo English. The Data Flow Diagrams provide a means of
identifying the modularity of processing that is required to
transform the input data into the final form of processing.
The Structure Charts transform the Data Flow Diagrams into a
physical structure of procedures which will accomplish the
processing shown in the Data Flow Diagrams. Lastly, the
Pseudo English is used to bridge the gap between the
Structure Charts and actual code by combining understandable
English statements and computer code. If performed
correctly the transition between Pseudo English and actual
code is straight foward.

The Data Flow Diagrams were developed during the
initial phases of the DELNET design and are presented in
Reference 9., The Structure Charts for the Data Link Layer
are presented in Figure 7 through 10, The following
paragraphs contain the Pseudo English description. In order
to assist in the understanding of both the Structure Charts
and Pseudo English constructs, Appendices A-C provide a
comprehensive description of all descriptors and processing

pertaining to this software.
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After completing the initialization of the table

actual variable and procedure names

capital letters.

Enter Procdure ROUTE_IN

If a frame is present in NTO1lTB then

Determine its DESTINATION

If DESTINATION = NTNTTB then
MOVE frame to NTNTTB
Update the NTNTTB pointers

End If

If DESTINATION = NTLCTB then

If the frame is an S-frame then

buffers and their pointers, the processing enters an endless

loop of calling procedure ROUTE_IN and ROUTE_OUT, Note that

are presented in all

Determine if the S-frame is a positive

ACKNOWLEDGEment of last transmitted I-frame

Else ( must be I-frame )

Determine the INPUT_SEQ_BIT

Call BUILD_S_FRAME to transmit ACKNOWLEDGEment

MOVE frame to NTLCTB
Update the NTLCTB pointers
End If

End If
Update the NTO1TB pointers

End If
End Procedure ROUTE_IN,

Enter Procedure ROUTE_OUT

4-13




If a frame is present in NTNTTB then
If the DESTINATION address < MAX_UNIDS then

Call TRNMIT
Update the NTNTTB pointers
Else ( address out of limits )
Increment status table, STATTB
Update the NTINTTB pointers
End If
If a frame is present in LCNTTB then
If it is an S-frame then

If the DESTINATION address < MAX_UNIDS then

Call TRNMIT
Update the LCNTTB pointers

Else ( address out of limits )

N W

3 Update the LCNTTB pointers

i End If

Else ( it was an I-frame )

Increment status table, STATTB

Place proper SEQ_BIT in control byte of frame
If the DESTINATION address < MAX_UNIDS then

B Sk et

Py

If the TIME_DELAY is COMPLT then

Ty
e

Call TIME_DELAY
End If

If ACKNOWLEDGE = FALSE 'AND' COMPLT = TRUE then
Call TRNMIT
Porce ACKNOWLEDGE to FALSE until the reception

of a good S-frame makes it TRUE

4-14




Call TIME_DELAY to start timing seqﬁence
End If

If ACKNOWLEDGE = TRUE then
Update the LCNTTB pointers
Compliment SEQ_BIT for next usage
End If
Else ( address out of limits.)
Increment status table, STATTB
Update the LCNTTB pointers
End If
End If
End If

End Procedure ROUTE_OUT.

The method of positive acknowledgement and
retransmission of I-frames and the discarding of any frame
where an error may have occured has both advantages and
disadvantages. It is relatively easy to implement, has
little overhead, and gets the job done quite well and
efficiently when few errors occur on the network. If the
error rate is high, the throughput of the system will be
reduced considerably (Ref 1). This general philosophy is
often used in even large sophisticated networks although
often network monitoring techniques are employed to guard
against bottlenecks and breakdowns (Ref 18). Appendices A-C
contain documentation of the software used to implement the
Data Link Layer protocol.

The method employed to design and implement the actual

4-15
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DELNET services provided by the Data Link Layer can actually

be described as 'datagram' service. Each frame is
transmitted independently of other frames. It will be the
responsibility of the Transport Layer of protocol to place
the data packets in proper order if required. Reference 22
has a good description of datagram service and how this
relatively simple concept relates .to the data link protocol

layer using the store-and-foward concept.

Summary

The majority of the various protocol schemes present a
framework from which very sophisticated and complex network
services can be provided. Man_ of these services can be
reduced or eliminated for simpler networks such as.the
initial DELNET implementation. In fact, the ring topology
of the DELNET further relaxes the routing portions of the
protocol scheme to an easily designed and implemented
store-and-foward concept. This concept is consistent with
the general philosophy of the DELNET to be a modularized and
maintainable network. The data link protocol layer designed
for the DELNET incorporates communications between UNIDs
while maintaining the flow control, error detection, and
virtual addressing., This datagram service, as it is
sometimes called, is implemented through hardware using the

2-80 SIO and through software.
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Y. Network Laver

Introduction

This chapter presents the design considerations
necessary for implementation of the third level of the ISO
seven layer model for protocol development. The chapter
begins with a discussion of the Ngtwork Layer philosophy and
how this layer might be implementéd. It then discusses the
specific design and implementation of the DELNET's Network
Layer protocol scheme and how this thesis effort was
integrated into previous designs, All the actual
implementations for the Network Layer of the DELNET are

governed by the standards set forth in Chapter I1I as shown,

Design Considerations

The role of the Network Protocol Layer is to interface
the Data Link Layer discussed in Chapter IV with the
Transport Layer which has direct virtual communication with
the Transport Layers of additional host computers (Ref 22).
In simple terms, it transforms a frame of data from the
network side of a NIU to a packet of data on the local side
of a NIU. It is also up to the Network Layer to determine
the actual routing of the data packet and pass this
information to the Data Link Layer for transmission.
Additionally, it is the task of the Network Layer to insure
that messages are properly sequenced before delivery and
upon arrival to the Data Link Layer (Ref 5).

The Network Layer is often called the packet or

5-1




communications subnet layer (Ref 5). In either case, it
refers to the Network Layer and its two subordinate layers
in providing the actual communication transmissions between
the NIUs and their host computers. This communication takes
place by the routing of packets from the network layer to
the subordinate layers and then over the physical channel to
the destination NIU, From there it proceeds up the
hierarchy to the Network Layer of the designated host,

As with the Data Link Layer, the Network Layer may be
quite complex or rather simple depending on the complexity
of the routing and control schemes of the network. In fact,
the X.25 standard has five different packet types defined
for full implementation if all services of this layer are
required., For lesser services, a subset of theSe types may
be used. This layer not only concerns itself with routing
and sequencing as previously mentioned, but may control such
areas as establishing virtual circuits, controlling
collisions, preventing deadlocks, call confirmations and
clears (Ref 22). This is what makes the X.25 standard
universal in concept. It has services to control
practically every situation that might arise,

If the Network Layer supports or does not support
datagram services is perhaps one of the most critical
questions the designer must ask. If no virtual circuit has
to be established prior to transmission, the type of packet
that sets up the virtual call may be disgarded. As in the

Data Link Layer, using the loop topo;ogy, simplex

5-2
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communications, and store-and-foward routing philosophy, the

complexity of the Netwoik Layer is reduced considerably.

DELNET Design and Implementation
In developing the DELNET's layer scheme, the X.25

packet switching guidelines set forth by the CCITT were
adhered to in philosophy, but varied slightly in actual
format implementation. Since the design scheme incorporated
E- the simple store-and-foward routing algorithm and the
transmit-and-wait positive acknowledgement technique in the
Data Link Layer, it was not necessry for the DELNET to
fj establish a virtual circuit before transmission. For this
reason, the 'Call Requa2st' and 'Incoming Call' packet types
were not needed. The source and destination -DTE addfess
:1 w fields were incorporated into a modified data type packet,
- This allowed the DELNET to utilize a single type of packet

(called the data packet) and yet provide all the information

necessary for virtual communications.,

In addition to the actual data, this modified data
packet contains five header fields of a single byte each.
Bytes one and two are the destination and source host
addresses respectively. Each contains both the UNID number
and local channel number. Byte three contains the sequence
number of the packet and will be used by a higher layer of
protocol to sort the data. Bytes four and five are left
blank for future development, Future efforts might use
these bytes to incorporate an error checking scheme (CRC) at

the network level or a word count for variable size
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s 3ckets, A wide variety of choices exit (Ref 22). The
reader should keep in mind that since a hierarchial protocol
scheme is being used, the data field from the Data Link
Layer contains the five header bytes plus the data field of
the Network Layer. Likewise, the data field of the network
layer will contain some header fields from its higher
Transport Layer. Figure 11 shows the complete data frame as
viewed from the Network Layer,

The software development in the previous thesis effort
(Ref 9) prepared the basic framework of most of the
procedures required to support the Network Layer software
for the UNID, This software established the buffer tables
and pointers required to maintain the various UNID internal
routings of the packets, but did not consider the appended
header information. The primary task of this thesis effort
was to implement the previously designed software by
augmenting the header information scheme and processing the
data flow accordingly.

The remainder of this section discusses the sequence of
processing to control the Network Layer. As with the Data
Link Layer, Reference 9, Chapter VII should be consulted to
obtain an understanding of the buffer tables and pointers
and how they are used to enhance the packet flow and
processing., Figure 12 encapsultes these tables and the
types of data contained in each,

The algorithms used to perform the services of the

Network Layer were developed using the same three tier
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approach used for the Data Link Layer. The Data Flow

Diagrams are presented in Reference 9.4Figdres 13 through 16
present the Structure Charts and the following paragraphs
descibe the processing using Pseudo English. ‘

As in the Data Link Layer, the processing begins with
the initialization of the table buffers and pointers and
then enters an endless loop of célling procedures ROUTE_IN
and ROUTE_OUT. Note that the actual variable and procedure
names are presented in all capital letters.

Enter Procedure ROUTE_IN
If a packet is present in LCOl1TB then

Determine its DESTINATION
If the DESTINATION is a Case of
LCLCTB then
MOVE packet to LCLCTB
Update the LCLCTB pointers
LCNTTB then
Call BUILD_I_FRAME
MOVE the new frame to LCNTTB
Update the LCNTTN pointers
Else ( improper DESTINATION. address )
Increment status table,STATTB
End If
Update the LCO1TB pointers
End If
Repeat this sequence for LCO02TB through LCO04TB

End Procedure ROUTE_IN
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......

Enter Procedure ROUTE_OUT
S o If a packet is present in LCLCTB then
& Determine its DESTINATION
jﬁ If DESTINATION is a Case of
3 Channel No., 1 then
Call TRNMIT_PKT (To send to channel 1)

Update the LCLCTB pointers

Repeat this sequence for all Cases of

Channel No. 2 through Channel No. 4
Else ( Improper channel number )

Increment status table,STATTB

Update the LCLCTB pointers
End If
End If

If a frame is present in the NTLCTB then
Determine its DESTINATION
If the DESTINATION is a Case of
Channel No. 1 then
Call TRNMIT_PKT (To send to channel 1)
Update the NTLCTB pointers
Repeat this sequence for all Cases of
Channel No. 2 through Channel No. 4
Else ( Improper channel number )
Increment status table,STATTB
Update the NTLCTB pointers
End If

5-12
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End 1f
End Procedure ROUTE-OUT

The processing for the Network Layer will transmit and

v (j o

receive packets of data between the UNID and its hosts.

Additional services may be provided when the design of the
Trangport Layer is completed and the Network/Transport Layer

interface is completed.

Summary
The Network Layer of protocol is the interface between
the transport services layer and the basic Data Link Layer.
For a rather complex network, it can use a wide variety of
packet types to accomplish a multitude of tasks., But for a
. simple network such as the DELNET, these t?pes can be
ve combined into a single packet type. Within the scheme of
the DELNET, the Network Layer simply transforms a data 1link
frame, which is transmitted on the network bus, to a data
packet, which is used for local processing. This
transformation is accomplished by evaluating the packet
headers and moving the packet to the proper 1oéation. With
the completion of this layer of protocol, the UNIDs are
capable to transmit and receive data frames from the network
ports, route the frames internally, and receive and transmit

the packets to the appropriate ports of their connected

hosts.
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YI. Software Configuration and Validation

Introduction

This chapter presents the procedures for configuring

2

9 . . - o ‘ LI

and testing the software developed during this thesis
effort, The chapter begins with a discussion of the MC2Z
1/25 software development system and the UNID environments
and concludes with the actual test procedures conducted
utilizing this environment to test the DELNET software.
This chapter presents examples of the actual commands that

were used to process the software under test. A working

understanding of References 26, 29 and 30 would be helpful
to fully comprehend the following text; however, a general

knowledge of minicomputer operating systems will be

e sufficient.

Test Environment and Test Software Configuration
The Zilog MCZ 1/25 minicomputer, Zilog RIO operating

system, and the PLZ programming language present an 'ideal'

environment for the development and testing of an operating

LT

system such as the one for the DELNET, The PLZ language is

!
F primarily based on the concept of combining structured
E modules of software written in either the PLZ higher order
i; language or 2-80 assembly level language, It is this
[ diversification of combining and linking these modules

together that create the flexibility desired for new
}. operating system development. A second and perhaps equally

important feature of this environment is that the modules

6-1
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are relocatable and may be placed into spécific memory
locations with simple linking commands (Ref 26).

For example, suppose we have two source code modules of
software. The first module, Test_l,.,S, is written in PLZ and
the other, Test_2.S, is written in 2Z-80 assembly language,
Note that the RIO Operating System rules require the suffix
'«8' for source code modules. - The Test_l1.S module must
first be compiled using the 'PLZSYS' command,

$PLZSYS TEST_1l.S
The result of this compilation is a Test_l.L listing file
and a Test_1.2 intermediate code file. The 'Z' code files
are actually executable code which can be run by using the
ZINTERP interpreter (Ref 26). The code is more efficient,
however, if it is assembled by the PLZ Code denerator with
the following command:

$PLZ2CG TEST_1.2
The result of this assembly is an object code file,
Test_1.0BJ. It is recommended that for the DELNET operating
systems, the latter method of generating an object code file
be used. The execution time of the interpretéd '2' code is
much slower.

The Test_2.S assembly language module is simply
assembled using the command:

$ASM TEST_2.S
The result is an object code file, Test_2.0BJ. Once all the
modules have been assembled and each has an object file

attached, they are linked together and placed into memory




using the 'PLINK' command:

;ﬂ $PLINK $=5000 TEST_l1 $=8000 TEST_2

: This command places the Test_1.0BJ code into memory
beginning at location 5000 Hex and the Test_2.0BJ code

beginning at location 8000 Hex. The linking information is

placed directly following the last used memory location. If
f only a single address is specified, then each module is
attached in sequential locations. For example:

$PLINK $=5000 TEST_l1 TEST 2
After the linking is completed, the executable code is

referenced by the name of the first module in the linking

i
: (Y

y""-"f',"f"'i' ™

string., 1In the above example, Test_l would be the programs

name, To execute this program on the MCZ 1/25, it would be

q'j necessary to simply type 'TEST_1'. To obtain a memory map
of the program, a ',MAP' suffix is attached following the
linking process, To print a memory map just type:

$PRINT TEST_l.MAP

DELNET Software Configuration
The DELNET software for protocol layers two and three

- - is located in the UNID's memories. Figure 17 shows the
configuration of these memories and the Z-80 processors

which controll them, Basically, the network operating

? system implements the Data Link Layer and the 1local
%f operating system implements the Network Layer. The local
% processor has access to its 32 K (8000 Hex) of its local
é - system memory and the 32 K of the shared memory. In the

same manner, the network processor has access to its 32 K of

. "—l'r:f - ﬁf
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UNDER CONTROL .

UNDER CONTROL

.......

MEMORY OF LOCAL OF NETWORK MEMORY
(HEX) Z-80 PROCESSOR|| Z-80 PROCESSOR (HEX)
0000 0000

LOCAL NETWORK
SYSTEM . SYSTEM
ROM ROM
OFFF OFFF
1000 1000
LOCAL NETWORK
SYSTEM SYTEM
RAM RAM
1FFF 1FFF
2000 LOCAL NETWORK 2000
OPERATING OPERATING
SYSTEM AND SYSTEM AND
TABLE TABLE
7FFF BUFFERS BUFFERS 1FFF
8000 8000
SHARED MEMORY
TABLE BUFFERS FOR ACCESS BY
BOTH THE LOCAL AND NETWORK
%2-80 PROCESSORS
FFFF FFFF
Figure 17. UNID Memory and Processor Configuration
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network system memory and the 32 K of the shared memory (Ref
4). In refering back to Figure 12, the reader can see why
the NTNTTB and NTO1TB are located in the netwcrk system
memory, the LCLCTB and LCO1TB-LCO04TB are located in the
local system memory, and the LCNTTB and NTLCTB are located
in the shared memory.

There are a total of eight software modules presently
being used to implement the DELNET operating system and
which reside in the UNID memories. They were first
presented in Chapters IV and V, but are condensed in Table
II for continuity and clarity. After studying Table II, it
should become clear to the reader why the relocatable
options of PLZ are ideal for such software development. -

In addition to the MCZ 1/25 environmeht, the UNID
itself has several features which were previously developed
to enhaﬁce its capabilities (Ref 2). The UNID incorporates
l] K of ROM and 1 K of RAM in each of the system memories
which are used for the basic¢ bootstrapping operations of the
UNID and serve several monitoring functions as well. This
monitoring program together with a video monitor enable the
loading, filling, displaying, and moving of memory locations
throughout the UNID, Reference 2 contains a complete
desciption of the monitor options and procedures.

Each of the DELNET operating system software modules
are compiled and/or assembled to produce the object codes
for the modules. To place the modules in their correct

locations in UNID memory, the following linking commands are
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envolked on the MCZ:
1) . $PLINK $=5000 L,.VINT L.TAB L.MAIN $=7000
ZINTERP,DATA $=8000 U.LIB U,SHTAB
2) . $PLINK $=5000 N,INSIO N,.TAB N,MAIN $=7000
ZINTERP.DATA $=8000 U.LIB U.SHTAB

First, note that ZINTERP.DATA is the linking information and
is placed in each of the system memories. This prevents the
i- local or network linking information from writing over each
P other. If it was left to the operating system, it would
ﬂ. place the linking information at the end of the shared
memory modules each time it loaded a different operating
system, thus writing over each other. Both the local and

network modules must each be linked with the shared memory F

fi‘ modules since each must contain unique linking information.

Once all the modules of each operating system are
properly linked together, they are ready to be placed into
the UNID memories, First, the network operating system is
loaded. Since the network monitor cannot interface the MCZ
1/25 directly (network side of UNID), the network operating
system is initially loaded into the local side of the UNID,
This is accomplished with the command on the UNID local
monitor:

>L N,INSIO

At this point, the network operating system is loaded into
the UNID's local and shared memory locations according to
{‘ the previous linking information. The portion of the

network operating system in local memory is then moved to

.
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shared memory by the following move command:

M AOOO 5000 2FFF

This command moves to location A000 Hex from location 5000
Hex a total of 2FFF Hex bytes. Now that the network
operating system is located in shared memory, it is moved
down into the network system memory with the following
command envolked on the network monitor console:

M 5000 A000 2FFF
The local operating system is then simply placed into its
system and shared memory by its load command. Upon the
loading of the local operating system, the shared memory
modules are written over in a one to one correspondence so
both operating systems are linked to it independently. Once

‘ﬁ’ both these operating systems are loaded into their correct
memory partitions, the processing can begin.

First, the memory maps of each operating system are
checked to identify the starting addresses of each system.
The starting address of the local operating system is set
into the program counter (PC) and the stack pointer (SP) is
set to a value away from used memory (3000 Hex). The local
processing is begun with the 'go' command on the local
monitor, This process is repeated for the network
processing. Both the network and local processing enters
enless loops of routing in and routing out of frames and
packets of data respectively and uses the shared memory

buffer tables to interchange the data.
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Software Test and Validation

Perhaps the most challenging efforts of this thesis
investigation was to develop and conduct a test plan that
would adequately test and validate proper operation of the
network and local operating systems. Since one of the
constraints of the original software implementation was to
design the software in a structured fashion, there were not
a great many warnings and prohibited constraints
incorporated into the original design. For this reason, the
majority of the testing focused on those aspects of the
DELNET operation that were suppose to occcur rather than on
the endless permutations pertaining to Murphy's Law of 'What
If' anomallies. All the safequards that were built into the
system were tested, however. 3

There was one significant obstacle in testing the
DELNET's software., The UNIDs which were being upgraded
during a concurrent thesis effort (Ref 4) were only
completed during the final week of the testing period. For
this reason, much of the software was tested using the MC2Z
1/25 computer rather on the 2-80 processois inside the
UNID. Since the MCZ utilizes the same Z-80 processor and
the UNID processor scheme was designed under the framework
of the MCZ, the differences were small., In fact, the RIO
Operating System of the MCZ was much superior to the small
monitor program of the UNID and it actually expedited
development with its robust environment of memory

manipulations and troubleshooting tools. The only real




drawback was that the MCZ used only a single processor and
the local and network operating systems had to be tested
independenly without the capability of handshaking.
Additionally, the MCZ could not actually transmit or receive
frames of data on the network side or packets of data on the
local side. The MCZ was used, however, to checkout the
internal processing of each of the operating systems when
certain conditions were intiated through manual manipulation
of variables, table buffers, and pointers.

The global approach for testing the DELNET software was
analogous to that of structured design. Each module or
service was tested and validated to insure proper operation
at the bottom most level, Next, the higher modules were
tested which used the already validated sub-modules.
Unfortunately, the complete end-to-end test of the DELNET at
the global level could not be performed due to the
previously mentioned problems encountered with the UNID
development. Each internal module was tested; however, and
provided confidence that the overall system would function
properly if provided with a fully opertional set of UNIDs,

The following paragraphs describe the tests conducted
using the MCZ 1/25 to simulate the UNID processing. Each
test describes the setup and results. Appendix A may be
refered to along with the many figures of preceeding
chapters in order to follow the processing flow required and
to obtain the results listed. 1In order to simplify the

manipulations of the frames and packets for these tests, the
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packets contained a total of 30 bytes and the frames 32
bytes. In both cases the header fields were complete.

Each test performed validates specific servies provided
by the DELNET operating system., Each service is identified

along with the setup and results for the specific test.

Test 1 - Reception of Local-to-Local Packet
Setup |
a). Place 30 byte packet into LCO1TB; all bytes = BB.
b). Set byte 1 to 03 (to UNID No.0, Channel No.3).
c). Set byte 2 to 01 (From UNID No.0, Channel No.l).
d). Set LCOINE to 1lE Hex (30 bytes in table).
e). Jump around Init_L_Tab and Init_U_Shtab (this would
reinitialize the LCOINE pointer to zero).
f). Set PC and SP
g). Go
Results of Test 1

The packet was properly routed to the LCLCTB and the
LCLCNE pointer was updated to l1E Hex. All combinations of
the addresses were then placed into the destination address
byte 1. The destination address was then changed to an
incorrect channel number, The error was properly noted and
the STATTB was incremented accordingly. 1In all cases this

software functioned correctly.

Test 2 - Reception of Local-to-Network Packet

Setup
a). Place 30 byte packet into LCO1TB; all bytes = BB.

6-11




b). Set byte 1 to 13 (to UNID No.l, Channel No.3).
c). Set byte 2 to 01 (From UNID No.0, Channel No.,l).
d). Set LCOINE to lE Hex (30 bytes in table).
e). Jump around Init_L_Tab and Init_U_Shtab (this would
reinitialize the LCOINE pointer to zero).
f). Set PC and SP
g). Go
Results of Test 2

The packet was properly routed to the LCNTTB and the
frame headers for the Data Link Layer were added correctly,
thus transforming the packet (30 bytes) to a frame (32
bytes). The new frame header byte 1 was set to 10 and the
byte 2 was set to 00. All pointers were properly changed
after transfer; LCNTNE was changed to 20 Hex and LCO3NS was
changed to 1E Hex., All combinations were checked and the
system performed in the correct manner. In all cases this

software functioned correctly.

Test 3 - Reception of Network-to-Network Frame

Setup

a). Place 32 byte frame into NTO1TB; all bytes = BB,

b)Y. Set byte 1 to 10 (To UNID No.l From UNID No,0)

c). Set byte 2 to 00 (I-Frame, Sequence No.0)

d). Set NTOINE to 20 Hex (32 bytes in table),

e). Jump around Init_L_Tab and Init_U_Shtab (this would
reinitialize the NTO1INE pointer to zero).

f). Set PC and SP

g). Go

6-12
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Results of Test 3

The frame was routed to the NTNTTB properly. All
pointers were properly updated; the NTO1LNS was set to 20 Hex
and the NTNTNE was set to 20 Hex. The test was repeated"
with the destination address changed to UNID No.3. This
value exceeded the variable Max_UNIDS and the SHATTB was
properly incremented. 1In all cases the software functioned

correctly.

Test 4 - Reception of Network-to-Local I-Frame
Setup
a). Place 32 byte frame into NTO1lTB; all bytes = BB.
b). Set byte 1 to 01 (To UNID No.0 From UNID No.l)
c). Set byte 2 to 00 (I-Frame, Sequence No,0)
d). Set NTOINE to 20 Hex (32 bytes in tablej}.
e). Jump around Init_L_Tab and Init_U_Shtab (this would w
reinitialize the LCO1INE pointer to zero).
f). Set PC and SP
g). Go
Results of Test 4

The frame was properly placed into the NTLCTB with the
pointers being updated correctly; NTLCNE was set to 20 Hex
and NTO1LNS was set to 20 Hex. An S-Frame was created and
placed into the LCNTTB., The proper headers were placed on
the S-Frame; byte 1 was set to 10 and byte 2 was set to 00.
The LCNTNE was correctly set to 20 Hex with the addition of
the S-Frame. In all cases the software functioned

correctly.
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Test 5 - Reception of Network-to-Local S-Frame

Setup
a). Place 32 byte frame into NT01TB; all bytes = BB.

b). Set byte 1 to 10 (To UNID No.,l From UNID No.O)
c). Set byte 2 to A0 (S-Frame, Sequence No.l)
d). Set NTOINE to 20 Hex (32 bytes in table).
e). Jump around Init_L_Tab and Init_U_Shtab (this would
reinitialize the LCO1INE pointer to zero).
f). Set PC and SP
g). Go
Results of Test 3

The results were correct, The only action taken was
that the pointer NTO1INS was set to 20 Hex. The varialble
'acknowledge' should have been complimented during actual
operation,. But since the varialble is not global, its
values could not be confirmed during this test. Both
combinations of sequence numbers were tested. 1In all cases
ihe software functioned correctly.
Test 6 - Transmission to Network of I-Frame and S-Frame
Setup
a). Place 32 byte frame into LCNTTB; all bytes = BB.
b). Set byte 1 to 10 (To UNID No.l From UNID No.0)
c). Set byte 2 to 00 (I-Frame, Sequence No.0)
d). Set LCNTNE to 20 Hex (32 bytes in table).
e). Jump around Init_L_Tab and Init_U_Shtab (this would
reinitialize the LCOINE pointer to zero).

f). Set variable MAXNUM to 100 (allow 2.7 secs, between
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transmissions).

g). Set PC and SP
h). Go
Reaults of Test 6

The I-Frame was transmitted to the network once every
2.7 seconds. The pecinter LCNTNS was never updated because
the varialble 'ackncwledge' could not be complimented by the
arrival of an S-Frame. Between the successive transmissions
of I-Frames, the normal processing of routing in and out
data continued, Byte 2 of the frame in the LCNTTB was
changed to A0 Hex to indicate an S-Frame. The S-Frame was
transmitted once to the network and pointer LCNTNS was set
to 20 Hex correctly. In all cases the software functioned

correctly.

sSummary
The Zilog MCZ 1/25 microcomputer and its supporting

software were used to develop and support the testing of all
software modules for this thesis effort. This system which
supports the philosophy of structured software modules,
relocatable code, and the combination of higher order and
assembly language programming, provides a robust environment
for the development of operating systems.

The DELNET operating system is composed of two basic
components., The first is the network operating system which
is controlled by a Z-80 processor within the network side of
the UNID. It controls the operations pertaining to the Data

Link protocol layer for frame traffic between UNIDs on the
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network bus. The second is the local operating system which

is also controlled by a Z-80 processor but located on the
local side of the UNID. It controls the local packet
traffic of the Network protocol layer between the hosts and
the UNID,

Both the local and network operating systems have
access to their own memory partitions for unique system
operations as well as to, shared memory for
intercommunications and packet/frame sharing., There are a
total of eight software modules; three for the local side,
three for the network side, and two for shared memory. Each
software module was tested and validated to perform properly
for all operations pertaining too inter-UNID processing and

o communication
e *
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The purpose of this investigation was to continue the
initial design of the DELNET operating system and to
implement it in such a manner as to make the UNID minimally
functional. The majority of the specific objectives were
accomplished. The continuing problems encountered with the
UNID hardware, however, greatly hampered the testing and
overall developmental efforts of this project. This report
provides a firm foundation for continued development for the
DELNET and its operating system,

Although the software is minimal in scope, it is based
on accepted standards and has been developed in such a

manner as to allow for expansion within these standards.

Conclusjons

The foremost conclusion of this thesis effort pertains
to the validity of the DELNET operating system which was
initially designed by the previous AFIT MS student (Ref 9).
This study confirms that the software and data structures
initially designed into the operating system are sufficient
to perform the tasks required for DELNET operation,
Although perhaps not optimal in structure, they provide for
an easily understandable and maintainable software system
which can be extended.

Within the limitations of the test equipment available,
the local and network operating system modules functioned

properly. It is regrettable that the hardware limitations
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of the UNID (Ref 6) did not allow a more complete
demonstration of the DELNET with true inter-UNID
communications., Due to the UNID anomalies, the actual
routing of the frames into and out of the UNID was not
accomplished. This was demonstrated, however, during the
previous thesis effort (Ref 9),

The designs and techniques used to implement the
Physical Layer of protocol (layer 1) were demonstrated and
found valid in the previous thesis effort (Ref 9). the
RS-232C and RS-449 standards provide for all the services
necessary for complete communications on the channels for
both local and network traffic within the DELNET.

The designs and techniques used to implement the Data
Link Layer of protocol (layer 2) were much more complicated
than the Physical Layer due to the large variety of options
for available services., Since the standards which govern
this layer are truely universal in scope, great care was
exercised to select a methology which did not violate
standards yet allowed a simplified appraoch. Using a ring
topology and store-and-foward simplex (unidirectional)
routing approach, a protocol subset was chosen. The subset
chosen was complete in that it provided for a minimum of
services that would insure proper data link operation,
These included such services as flow control, error
detection, and virtual addressing. It accomplishes this by
using a modulo 2 sequencing scheme, two types of frames

(information and supervisory), and a 'transmit- wait for
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reply - retransmit if no reply' acknowledgement philosop'y.

Much of the difficult flow control and error detection
services were performed by the Z-80 SIO (Ref 16).
The designs and techniques used to implement the

Network Layer of protocol (layer 3) were perhaps the most

ambiguous. Athough Reference 7 contains the standards for’

this layer, the actual implementation is quite complex.
This is because the standards allow for a wide variety of
services, many of which the DELNET does not require., For a
rather uncomplicated network such as the DELNET, a subset of
services was selected.

A single packet type was chosen to incorporate this
protocol level in its present configuration. Once the
Transport Layer protocol services are défined, the
Network/Transport Layer interface will probably require
additional services and therefore the addition of various
other types of packets, The present single packet type
contains specific header fields which are used to insure
correct packet routing and packet sequencing, Additional
fields were left blank so that additional services could be
provided under the existing standards.

When these three layers are coﬁbined, they provide for
a minimally operational system. If provided with a set of
fuctional UNIDs they can receive/transmit packets between
the UNID and host computers, transform the packets into
frames, and receive/trancmit frames between UNIDs. Thus,

the virtual information transfer for host tq host has been
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achieved.

Recommendations

Because this thesis effort is a continuation of
previousfresearch, the overall recommendation is to continue
with:the DELNET development project. The specific
-objectives for future efforts fall into three major areas,
The first is to improve upon thé initial three levels of
protocol thus far developed., The second is to continue to

develop the successive higher levels of protocol. And the

third is to develop a network monitoring system that can
provide real time network monitoring and evaluation. 1In
either case, the guidelines of standards set forth in
Chapter II must be carefully followed. In particular, the
future projects must pay close attention to the seven layer
model of the ISO,

There are enough additional services or enhancements
that could be incorporated into either the Data Link Layer
or Network Layer that would require several dedicated thesis
projects. The following recommendations, however, pertain
only to those additional services and tasks that would be of
benefit to the DELNET as it is viewed for use in the
foreseeable future,

The first recommendation pertains to the mode of the
communications. Complete LAP and HDLC protocols utilize
full duplex communications rather than the DELNET's present
simplex method. The DELNET should be upgraded to at least a

half duplex if not full duplex capability. The second
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recommendation is to increase the sequence numbering scheme

from the present modulo 2 to either modulo 8 or modulo 128.
This would increase the I-frame traffic and greatly reduce
the overhead of the S-frame traffic. Thirdly, the data link
frames should be made of variable length. Under the present
scheme of fixed buffers and pointers, this would require
substantial rework of the data strctures. Next, the
acknowledgement of I-frames should be made point to point
(UNID to UNID) around the network instead of just from the
destination UNID to the source UNID, Lastly, a new 'Request
To Send' S-frame should be incorporated between adjacent
UNIDs to reduce errors and increase flow control. The
incorporation of each of these recommendations would widen
the subset of services that the .)\P protocol is suppose to
provide for the Data Link Layer and bring the DELNET closer
to full standard compliance.

The recommendations for the Network Layer of protocol
basically parallels those recommendations fcr the Data Link
Layer. The X.25 standard incorporates numerous packet types
that provide a wide variety of services. The Network Layer
for the DELNET should incorporate a packet numbering scheme
that is similar to that of frames of the Data Link Layer.
Additionally, the size of the packets should be made of
variable length. Thirdly, the X.25 acknowlegement scheme
should be developed between the UNID and its hosts. Next, a
variety of Network Layer supervisory tasks should be

incorporated according to the X.25 standard to allow for
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error detection and flow control.

While improvements to the present DELNET protocol
levels are important, continued development of the higher
levels of protocol is essential in order to obtain a working
DELNET in the foreseeable future. 1In doing so, the DELNET
will sacrifice some quality but will realize an actual
operational network. If follow-on research focuses on the
continued development of higher protocol levels, it is
essential that the ISO model be maintained as the overall
framework for future development., It is imperative that if
a subset of a higher protocol level is selected for DELNET
operation, it must be implemented in such a manner as to
allow for future enhancements to the full set of allocated
serivces of the particular protocol.

The third major area of recommended future research
deals with the development of a network monitor, The
ability to monitor network operations would provide a means
of testing and validating proper system performance. It
would also provide the DEL with a pedagogical tool for
network research,

Whichever choices are selected for future research, the
central theme of the DELNET operating system development is
'quality'. The undérlying theme is modularity and
structured programming. This software engineering approach
together with the established standards described in Chapter
1I, provide a firm foundation on which the DELNET can be

developed. A fully operational network which implements




full HDLC and X,.25 standards is a tremendously complex

system of enormous proportions. Full in-house development
which attempts to include all the possible services is
perhaps a unrealistic objective. But a fully operational
network for the DEL is obtainable using carefully selected

subsets of the services from those available,
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Appendix A
Data Dictionary

This appendix contains the data dictionary for the
eight modules which compose the DELNET operating system in
its present confiquration, This data dictionary is
organized by modules which are presented in alphabetical
order, Each module contains a soction for constants,
variables, and procedures which are in turn listed in
alphabetical order., Appendix B contains a cross reference
list for all constants, variables, and procedures and the
modules where they are located. :
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MODULE L.MAIN

The purpose of this module is to provide the local
operating system with the main line of processing. The
local operating system is required to input/output data from
the four local channels or hand off and receive data from
the network operating system.

Constants

CONCMD -~ Command port address for the USART on the local
monitor console. '

CONDAT - Data port address for the USART on the local
monitor console.

F_TABLE_SIZE - Number of bytes in a frame table buffer.
FRAME_SIZE - Number of bytes in a frame.

L_RI_DEST_ERR - Local route in destination error.
I_RO_DEST_ERR - Local route out destination error.
P_TABLE_SIZE - Number of bytes in a packet table buffer,
PACKET_SIZ2E - Number of bytes in a packet.

PACKETS_IN_TABLE - Number of packets in a packet table
buffer.

STAT_NBR - Number of the status entries to be included in
the status table buffer.

kkkkkkkhk® NOTE **hkhkkhhhn

The next constant, UNID_NBR, must be unique for each
copy of the module L.Main placed within each UNID or
incorrect processing will result.,

kkkhkkhkhhk® NOTE *Akkkkhhkk

UNID_NBR - Unique UNID number for the UNID performing the
evaluation. See above notel

UO1DAT - Local channel 1 USART data port address.
U02DAT - Local channel 2 USART data port address.
UO3DAT - Local channel 3 USART data port address.

U04DAT - Local channel 4 USART data port address.
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Yariables

TDAADD - Global, type Pbyte - Starting address of data for
to be transmitted out the USARTS.

TPRADD - Global, type byte - Data port address for the
USARTS,

DESTINATION - Internal, type word - The destination address
of a data packet or frame,

STARTUP_HDR - Internal, type array - A message to the
console indicating proper operating system operation.

Procedures
BUILD_I_FRAME - A procedure which transforms a packet into a

frame.

DET_DEST - 'Determine Destination' - Determines the
destination of a packet or frame by evaluating its
headers,

LD_TAB_HSKP - 'Load Table Housekeep' - Housekeeps a
specified table after a new packet or frame has been
loaded.

MAIN - This is the main procedure which drives other
procedures through their proper sequencing.

ROUTE_IN -~ Routes in packets from their correct input table
buffers and places them into their correct output table
buffers for transmit.

ROUTE_OUT - Routes out packets from their correct output
table buffers to their correct output channels,

SRVC_TAB_HSKP - 'Service Table Housekeep' - Housekeeps a
specified table buffer whenever a packet or frame is
removed.

TRNMIT_PKT -~ 'Transmit a Packet' - Transmits a packet out of

one of the two output table buffers to one of the local
channels.
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MODULE L.TAB

The purpose of this module is to provide the local
operating system with the table buffers necessary for
storing the packets of data after reception and before
transmission to the local hosts.

Constants
F_TABLE_SIZE - Number of bytes in a frame table buffer.

FRAME_SIZE - Number of bytes in a frame,

P_TABLE_SIZE - Number of bytes in a packet table buffer.
PACKET_SIZE - Number of bytes in a packet.

PACKETS_IN_TABLE - Number of packets in a packet table
buffer.

Yariables

LCO1TB -~ Global, type array - Local input table buffer from
that interfaces with channel number 1.

LCO1INE - Global, type integer - Pointer for the next
available position within LCO1TB.

LCO1NS - Global, type integer - Pointer for the next byte to
be serviced within LCO1TB.

LC01SZ - Global, type integer - Size of the LCO1TB table
buffer, :

LC02TB - Global, type array - Local input table buffer from
that interfaces with channel number 2.

LCO2NE - Global, type integer -~ Pointer for the next
available position within LCO02TB.

LCO2NS - Global, type integer - Pointer for the next byte to
be serviced within LCO02TB,

LC02SZ - Global, type integer - Size of the LC02TB table
buffer.

LCO3TB - Global, type array - Local input table buffer from
that interfaces with channel number 3.

LCO3NE - Global, type integer - Pointer for the next
available position within LCO3TB.
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LCO3NS - Global, t{pe integer - Pointer for the next byte to

be serviced within LCO3TB.

LC03SZ - Global, type integer - Size of the LCO03TB table
buffer.

LC04TB - Global, type array - Local input table buffer from
that interfaces with channel number 4.

LCO4NE - Global, type integer - Pointer for the next
available position within LCO04TB, '

LCO4NS - Global, type integer - Pointer for the next byte to
be serviced within LCO04TB.

LC04SZ - Global, type integer - Size of the LCO4TB table
buffer.

LCLCTB - Global, type array - Local-to-local table buffer
that receives packets from local hosts that are
destined for other local hosts.

LCLCNE - Global, type integer - Pointer for the next
available position within LCLCTB.

LCLCNS - Global, type integer - Pointer for the next byte to
be serviced within LCLCTB.

LCLCSZ - Global, type integer - Size of the LCLCTB table
buffer.

Procedures

INIT_L_TAB - 'Initialize Local Table Buffers' - Sets up the
local table buffers and initializes the pointers to
zero,
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MODULE L.VINT -

The purpose of this module is to support the local
operating system and its processing. L,VINT is an
assembly language module and does not have any declared
constants or varialbes.

Proceduyres

INVINT - ‘'Intialize Vector Interrupt Mode' ~ The purpose of
this procedure is to initialize the vector interrupt
process through the use of the Priority Interrupt
Controller (PIC).

INIURT - 'Initialize Local Card USARTS' - Initializes the
2651 USARTS on the UNID local board.

TRNMIT - 'Transmit' - The purpose of this procedure is to
enable a transmit interrupt from a PLZ module,

URTRO1l - 'I/O Receive Interrupt Controller' - The purpose of
this procedure is to service local channel 01
interrupts.

URTR02 - 'I/O Receive Interrupt Controller' - The purpose of

this procedure is to service local channel 02
interrupts.,

URTRO3 - 'I/O Receive Interrupt Controller' - The purpose of
this procedure is to service local channel 03
interrupts.

URTR04 - 'I/O Receive Interrupt Controller' - The purpose of
this procedure is to service local channel 04
interrupts.

URTTRN - 'I/O Transmit Interrupt' - The purpose of this
procedure is to service the local channel transmit
interrupts.




MODULE N.MAIN

The purpose of this module is to provide the
network operating system with the main line of
processing. The network operating system is required
to input/output data from the network channel or hand
off and receive data from the local operating system.

Constants

CONCMD - Command port address for the USART on the local
monitor console. '

CONDAT - Data port address for the USART on the local
monitor console,

F_TABLE_SIZE - Number of bytes in a frame table buffer,
FALSE - Boolean word uSe for high order control.

FRAME_SIZE - Number of bytes in a frame,

FRAMES_IN_TABLE - Number of frames in a frame table buffer,
HDROO -~ Frame header byte 00, address word,

HDRO1 - Frame header byte 01, control word.
NET_RI_DEST_ERR -~ Network route in destination error.
NET_RO_DEST_ERR - Network route out destination error.
PACKET_SIZE - Number of bytes in a packet.

PACKETS_IN_TABLE - Number of packets in a packet table
buffer.

STAT_NBR - Number of the status entries to be included in
the status table buffer.

kkhkRkkkkhk NOTE *rkhkkdkdd

The next constant, UNID_NBR, must be unique for each
copy of the module L.Main placed within each UNID or
incorrect processing will result.

kkktkkhkkkk NOTE *hhkhkhkkhkds

UNID_N ”» -~ U _gue UNID number for the UNID performing the
eva'  stiva., See above notel

Varjiables
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ACKNOWLEDGE - Internal, type byte - Indicates either true or
false if a good acknowledgement frame has been
received.

COMPLT - Global, type byte - Indicates either true or false
if the TIME_DELAY procedure is complete.

CTCCNT - Global, type byte - Counter for CTC.
once each timeout of CTC.

Incremented

DESTINATION -
packet,

Internal, type word - Destination of data

INPUT_SEQ_BIT - Internal, type byte - Sequence bit (modulo
2) to be entered into new frame.

kkkhkkkkkk NOTE **hkhkkkhkhkk

The next variable, MAX_UNIDS, must be set to the exact
number of UNIDs in operation on the DELNET or improper
processing will result,

RhkRARAKRK NOTE *hkkkkkkhkk

MAX_UNIDS - Internal, type byte - The maximum number of
UNIDs connected to the DELNET. The number must be
changed if UNIDs are added or removed or inproper
processing will result. See note above,

MAXNUM - Global, type byte - The maximum number of times the
CTC will cycle throuch its counting routine,

S_FRAMETB - Internal, type array - Supervisory frame table
used to build up an S-frame.

SEQ_BIT - Internal, type byte - Sequence bit (modulo 2) of
an active I-frame,

STARTUP_HDR - Internal, type array - A message to the
console indicating proper operating system opertion.

THIS_SEQ_BIT - Internal, type byte - Sequence bit that is
presently under examination.

Procedures

BUILD_S_FRAME - A procedure which builds an S-frame and
places it into the proper location for network
transmission,

DET_DEST -~ 'Determine Destination' - Determines the
destination of a packet or frame by evaluating its

PRI SO WU ORI YU S G S
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headers.

LD_TAB_HSKP - 'Load Table Housekeep' - Housekeeps a
specified table after a new packet or frame has been
loaded.

MAIN - This is the main procedure which drives other
procedures through their proper sequencing,

ROUTE_IN - Routes in frames from the network bus and places
them into their correct table buffers for evaluation.

ROUTE_OUT - Routes out frames from their correct output
table buffers to the network bus..

SRVC_TAB_HSKP - 'Service Table Housekeep' - Housekeeps a
specified table buffer whenever a packet or frame is
removed,

TIME_DELAY - Creates a time delay between succesive
transmissions if I-frames.,
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MODULE N.TAB

The purpose of this module is to provide the
network operating system with the table buffers
necessary for storing the frames of data after
reception and before transmission to the network bus,

Constants
F_TABLE_SIZE -~ Number of bytes in a frame table buffer.
FRAME_SIZE - Number of bytes in a frame.

FRAMES_IN_TABLE - Number of Frames in a frame table buffer,.

PACKET_SIZE - Number of bytes in a packet.

PACKETS_IN_TABLE - Number of packets in a packet table
buffer,

Yariables

NTO1lTB - Global, type array - Network input table buffer
from network bus, '

NTO1NE - Global, type integer - Pointer for the next
available position within NTO1TB.

NTO1NS -~ Global, type integer - Pointer for the next byte to
be serviced within NTO1TB.

NT01SZ - Global, type integer - Size of the NTO1TB table
buffer.

NTNTTB - Global, type array - Network output table buffer
for the network bus,

NTNTNE - Global, type integer - Pointer for the next
available position within NTNTTB.

NTNTNS - Global, type integer - Pointer for the next byte to
be serviced within NTNTTB.

NTNTSZ - Global, type integer - Size of the NTNTTB table
buffer.

Procedures

INIT_N_TAB - 'Initialize the network table buffers' - Sets
up the network table buffers and initializes the
pointers to zero.

A-10
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MODULE N.INSIO

The purpose of this module is to support the
network operating system and its processing. N,INSIO
is an assembly language module and does not have any
declared constants or variables,

RBrocedureg

INSIO - 'Initialize SIO' - The purpose of this procedure is
to initialize the I/O process for frames transmitted
and received on the network bus,

SIOREC - 'SIO Receive Interrupt Cntroller' - This procedure
services the receive interrupt requests for frames
coming into the UNID for the network bus,

STCTC3 - 'Start CTC Channel 3' - This procedure sets up the
CTC 3 for proper operation,

TRNMIT - 'Transmit' - This procedure transmits a frame out
on the network bus.

A-11
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MODULE U.SHTAB

The purpose of this module is to provide both the
local and network operating system with a shared
interface for which they can exchange information. In
the present form this interface is a pair of table
buffers which will be located in the shared memory
partition of the UNID memory.

constants

F_TABLE_SIZE - Number of bytes in a frame table buffer.
FRAME_SIZE - Number of bytes in a frame,

P_TABLE_SIZE -~ Number of bytes in a packet table buffer,.
PACKET_SIZE - Number of bytes in a packet,

PACKETS_IN_TABLE - Number of packets in a packet table
buffer,

STAT_NBR - Number of the status entries to be included in
the status table buffer,

Variables

LCNTTB - Global, type array - Table buffer for transferring
packets from local side to the netwerk bus,

LCNTNE - Global, type intecer - Pointer for the next
available position within LCNTTB.

LCNTNS - Global, type integer - Pointer for the next byte to
be serviced within LCNTTB.

LCNTSZ - Global, type integer - Size of the LCNTTB table
buffer.

NTLCTB - Global, type array - Table buffer used for storing
frames received from network side and going to local
hosts.

NTLCNE - Global, type integer - Pointer for the next
available position within NTLCTB,

NTLCNS ~ Global, type integer - Pointer for the next byte to
be serviced within NTLCTB,

NTLCSZ - Global, type integer - Size of the NTLCTB table
buffer,
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MODULE U.LIB

The purpose of this module is to support both the
local and network operating system with a series of
assembly lagquage library routines. Because it is an
assembly language routine, it does not have declared
constants or variables,

Procedures

MOVSEQ - 'Move Sequence' - This is a procedure to move a
block of data from one area of memory to the next.

RECSEQ - 'Receive Sequence' - This is a procedure to receive
a squence of bytes from an identified port.

SNDSEQ - 'Send Sequence' - This is a procedure to send a
sequence of data out of an identified port.

A-13




Appendix B
:! Data Dictionary Cross Reference

This appendix contains all the constants, variables,
and procedures used in all eight modules of the software
which compose the DELNET operating system. The identifiers
are arranged in alphabetical order and list the specific
modules from Appendix A where a full description may be
found.
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Identifier

ACKNOWLEDGE
BUILD_I_FRAME
BUILD_S_FRAME
COMPLT

CONCMD

CONDAT

CTCCNT
DESTINATION
DET_DEST
F_TABLE_SIZE
FALSE
FRAME_SIZE

FRAMES_IN_TABLE

HDROO

HDRO1
INIT_L_TAB
INIT_N_TAB
INPUT_SEQ_BIT
INSIO
INVINT
LCLCTB
LCLCNE
LCLCNS
LCLCSZ
LCNTTB
LCNTNE
LCNTNS
LCNTSZ
LCO1lTB
LCO1NE
LCO1NS
LC01S2Z
LC02TB
LCO2NE
LCO2NS
LC02SZ
LCO3TB
LCO3NE
LCO3NS
LC03S2z
LCO4TB
LCO4NE
LCO4NS
LC04S2Z
L_RI_DEST_ERR
L_RO_DEST_ERR
LD_TAB_HSKP
MAIN
MAX_UNIDS
MAXNUM
MOVSEQ

NET_RI_DEST_ERR

Modules

N.MAIN
L.MAIN
N.MAIN
N.MAIN
L.MAIN,
L.MAIN,
N.MAIN
L.MAIN
L.MAIN,
L.MAIN,
N.MAIN
L.MAIN,
L.MAIN,
N.MAIN
N.MAIN
L.TAB
N, TAB
N.MAIN
N.INSIO
L.VINT
L.TAB
L.TAB
L.TAB
L.TAB
U.SHTAB
U.SHTAB
U, SHTAB
U.SHTAB
L.TAB
L.TAB
L.TAB
L.TAB
L.TAB
L.TAB
L.TAB
L.TAB
L. TAB
L.TAB
L. TAB
L. TAB
L.TAB

.L.TAB

L.TAB
L.TAB
L.MAIN
L,MAIN
L.MAIN,
L.MAIN,
N.MAIN
N.MAIN
U.LIB
N.MAIN

B-2

N.MAIN
N.MAIN

N.MAIN
L.TAB, N,MAIN, N,TAB, U.SHTAB

L.TAB, N,MAIN, N,.TAB, U,SHTAB
L.TAB, N.MAIN, N,TAB

N.MAIN
N.MAIN
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. NET_RO_DEST_ERR N.MAIN
s NTLCTB U.SHTAB
3! NTLCNE U.SHTAB
- NTLCNS U.SHTAB
= NTLCSZ U.SHTAB
= NTNTTB N.TAB
x NTNTNE N.TAB
! NTNTNS N.TAB
E! NTNTS?Z N.TAB
NTO1TB N.TAB
- NTO1NE N.TAB
2 NTO1NS N.TAaB
- NT01S2 N.TAB
= P_TABLE_SIZE L.MAIN, L.TAB, N.MAIN, N,TAB, U,SHTAB
1. PACKET _SIZE L.MAIN, L.TAB, N.MAIN, N.TAB, U,SHTAB
. PACKETS_IN_TABLE L.MAIN, L.TAB, N.MAIN, N.TAB, U,SHTAB
- RECSEQ U.LIB
ROUTE_IN L.MAIN, N,MAIN
n ROUTE_OUT L.MAIN, N.MAIN
;54 S_FRAMETB N.MAIN
R SEQ_BIT N.MAIN
3 SIOREC N.INSIO
SNDSEQ U.LIB
SRVC_TAB_HSKP L.MAIN, N.MAIN
STARTUP_HDR L.MAIN, N.MAIN
‘ STAT_NBR L.MAIN, L.TAB, N.MAIN, N.TAB, U,SHTAB
Y ) STCTC3 N.INSIO
TDAADD L.MAIN
THIS_SEQ BIT N.MAIN
TIME_DELAY N.MAIN
TPRADD L.MAIN
TRNMIT L.VINT, N.INSIO
TRNMIT_PKT L.MAIN
TRUE N.MAIN
g UNID_NBR L.MAIN, N.MAIN
N URTRO1 L,VINT
ey URTR02 L.VINT
- URTRO3 L.VINT
Q. URTRO 4 L.VINT
et URTTRN L.VINT
. UO1DAT L.MAIN
o UO02DAT L.MAIN
T UO3DAT L.MAIN
- UO4DAT L.MAIN
o n
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Appendix C
DELNET Operating System Software Components

This appendix contains the actual software listings
which compose the DELNET operating system. The modules are
broken up into three major sections. Section I contains
those modules which comprise the local operating system.

Section II contains those modules which comprise the network
L operting system, Section III contains the modules which
- comprise the shared components of the DELNET operating
- system, :
.
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Appendix C Section I

:n ) This section of Appendix C contains the software
o listings which comprise the local operating sysstem,
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Appendix C Section II

This section of Appendix C contains the software
listings which comprise the network operating system.
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Appendix C Section III

This section of Appendix C contains the software
listings which comprise the shared components of the DELNET
operating system,

i Th g SNV eY AT - L
U lllli,."';. AP )
AN WPt AP et
‘. AT . ER
.
-
’

C-87

[P . Y IR AT et et S~ i PP W S - A R N A R W




0€ =2 FZ2ISLANOVL _
INVISNOD )

AINAON IVIHS ™0
i 4
#*f####ﬁ***#*#**#i*i*i#*#i###**t*«.*#i*##i*i#*##ii*#***i##.ﬂi#*i#*##**#**#i##***
aisn LON - 61
agsn ION - 8T
aisn ION - LI
agsn ION - 91
aisn LON - ST
aisn ION - ¥I
aasn ION - €I
a3sn ION - Z1 _
SYO¥Y¥d IS3IA ILNO ALNOY IAN FAIIVIAWAND - TT .
S¥0¥¥d IS3A NI“FIN0¥ LIN FAILVINNDD - 0T
aisa ION - 60 : g
asn LON - 80 ]
agsn LON - LO 3

aisn ILON - 90 S .
aIsa LON - S0 3 ]

agdsn ION - %0

agsn LON - €0
aisn ION - 20 1
SY0YY¥d LSIA LNO JHILNOY D01 IFAILVINWAD - TO 1
SYOYY¥d LS3AA NI AL00¥ D01 FAILVIOWAD - 00 N

ISMOTTI0OS SY YV STIVWLNI €LLVYLS °T - SILON
iy
*gYLHS N LINI VIA SI3T19VL -
QANIJIA FHL 40 NOILVZITVILINI FHL OL QALIWIT HNISSIO0Nd

HLIM SNOILINIJIQ ATAYI J0 XTIYVWIYd SLSISNOD J0¥d SIHL ) ‘
*ONIYOLINOW SNLVLS ¥0d4 IT4VYLI SNLVLIS ¥ S3IAIAOYd LI ‘ATTIVNOILIAAV K
*SISSID0Ud OML FHIL NIIMLIL FOVIYIINI ¥Od QIYVYHS SIATIAVL IHL HLIM .
SO°N ANY SO°T 3dIAOYd OL SI ITNQAOW SIHL 40 ISOd¥nd JHL A

¢8 XLOO 92 :3axva JTNAOW JATEV¥L GIYVHS dINN gYLHS °N0 d'INAOW
e il I A I I L R R R S R R S SRS S S Y .
2 Ry Yy Yy Y Yy T S T Y




*SO°*T NI NIVW D0dd X9 adTI¥VD SI DO0¥d SIHL = JOVJIYILNI

‘IIJIAOW TYV ONISSIO0Ud
JIAND dILON SY dTdVL SOLYLS ANV SYJLNIOd JT19VL JHL - LO4dLNO

*NOILVWYOJINI SOLVLS TIV 40 ITdYL SNLVLS JHL

ONI¥VATD A9 SAHSINIJ J0¥d FHL °*JZIS LINOVA J0 IATIILINW V

OL JZIS JFT9VL JHL ONILLIS X9 ANV ‘O¥dZ OL SYILNIOd ALA4

~ALdWI-LXIN JHL ANV QIOIAYIS-Id-OL-JLAd-LXIN JHIL

ONILLAS Xd SITAYL ‘IVOOT-OL-XYOMLIN IHL ANV
THOMLAN-OL—-TYO0T JHL SIZITVILINI SSID0¥d THL - ONISS3IO0ud

*ANON - LNdNI

*SO°N ANV SO°T1 A9 QI¥YVHS SIATIVL ¥3Jddnd VLVA
dHL JZITVILINI OL SI J0d¥d SIHL 40 dISOddnNd JHL

S¥dddnd vLvd JZITVILINI OL J0dd gYLHS N LINI 3¥naadodd

(AR L LA LS SR R S R R A R R S E R R RS R A S SRR SR PSSR L LS SRS RS R L RS SRS SR RS L L L L X 2 )
T T I T T P P P P T T T T P P R Ry Ry P P YT L T 3

c=-€9

(3LXd YEN LVLS] AVY¥V 4LIVIS

JIOFTLNI ZSOTLN
YIODILNI INOTLIN
JIOILNI SNOTILN
(L€ FZIS™ATAVL " d] AVYEVY EIOTIN

dIOILNI ZSILNDT

JIOdINI ANLNDT

YIOFINI SNLNDT

[ATX9 FZIS™ ITAVL Jd] AVIUVY 4LLNDT
L4 (04 6)

dT9VL NITSLANOVA s JZIS AWVHd =: JZIS AT4VL d
dT9VL NI“ SLIYOVd s JZIS LIAOVd =: JZIS ATIVL d

0C =: YdN LVIS

0T =: JT9VL NI SIIAIVd

{ Y3aQVv3dH 40 STLXA T 1 ¢ + JZIS LIAAOVd =: JZIS IWVYd

Vn,

[N TN . R S
. S RIS IR ‘aaa ] _ PRy T B S KA PPL IRPTASIIN 4 SN PRV RSP . WY A Irbhbi‘l

DAL SPPUE SR, QO W .A‘L_;,J

W NURE YR PN 1

ima X amxa

A.L

hnd




<

<

-

AR AT IR R S T R E RS Y R T P PP S PP Py |

I SO¥3Z OL ITdVL SOLVLIS LINI

i TT9VL ,T¥O0T OL YHOMLAN, LINI

I 3T9YL YOMLIN OL IVO0T, LINI

d79VL 40 IZIS - ZSXXXX

JLX8 AXLdWI LX3IN - FINXXXX

a3aDIANIS J4 OL TLAG LXIN - SNXXXX
O4NI JTEVL Y3JAN€d XJYOWIW FZITVILINI

gYLHS N LINI dNd

ao
14
LIXd
NAHL
4aN LVIS = XI JI
T =+ XI
=: [XI]4LIVLS
oa
0 =% XI
dZ2IS ATaVL d =° ZSJ'IIN
0 =3 INODTIN
0 =% SNOILN
d7ZIS™ a9Vl d =3 ZSINDT
0 =% INLNOT
0 =% SNLND1

AdLN3
@OM XI TVO01T
JUYNAIOOYd EVIHS 0 LINI

A Al i A Al A A A A Al E R R 2 E R R I P I ¥ I E R P P Y YRS SRR X Y )
[ ]
dNON

- SJALON

c~90

A e tm i amtata




C=91

3

LOd s
2
RIS L2 R AR 2 LRl X L R L R L R R R R E R R RIS S R RS SR PR RS SRS RS SRR R SRS S S 2 L 2 B

0dsaNs 03sO3y DISAOW TVHOTIO

.

.\L

]

¢ -

*03SANS aNv ‘0usOdY ‘OISAOW SIINAII0Ud 40 SLSISNOD X ILNIWYND ¢ ;
3I00AOX IHL °*SXS/Z1d HLIM IFTIVIIVAV XTLOIYIA ION SNOILONNA ¢ R
AYVdLIT ANV JOVIYILNI XHVSSIOIN JHL IAIAOYd OL SI dsodind { .
SLI °INIWNOYIANI AILI0ddNS ODO0TIZ TYWION IHL 40 IAISLNO ¢ 9
JLVY3d0 Ol 4IJ0TIAIA SVYM LVHIL TYVMLIOS SXS/Z1d LI0ddNS OL : 3
L4T1ING IOWMADVd XYWHLIT ATAWIASSY NV SI ITNAOW SIHL m :
{8 LOO 9Z:3Lvda 9I7°0 3TNA0W - 3N90104d ¢ v

#*iitﬁtt#*#*ﬁ#iiﬁ***ff##C##¢¥*C¥¥##**#**#C#**tiiﬂ###iC#ﬁ*###t#*i##i#ﬂﬁ####i’fin
iiiiii#tiiti*t#iii##iiCi**ﬁ&i!*ﬁi#ti#ii#tit##if#i#ii#tiiﬂ*##ifi#tiﬁ*‘liﬁ*i!’iﬁu

484 OL JZISHVI LIS ITNAOW LNI¥Yd OL :JION ¢ g
$

.... R ¢ . i - ' 5 .ﬁ..-,u:..dnk. h.. LR SN ..,... X AT
ol a aa L a— — Bt I PRSI I e ctioncd Mi. ,




ONILdWIALLLY °JZIS L3S YALSIDIY THL X9 QILIWIT SI D0u8d SIHL Xd€
JIYIISNVYL J€ NVO LVHL SILAE 30 YIAWAN JHL °T1 - SJLON

*STIVLIA ¥YOod L NOIXOIS ‘dAIND ¥dsn 21d

‘10-960€~€0 LNIWNOOA ILONAO¥d DOTIIZ IONIYIJFY °ILISIJI0

NY SN1d SSIYAAV ISVL V.J0 dSN FHL HLIM QIAIINLIY JUV ANV

aINVWWOD HSOd ¥ HLIM dDOVLS JHL OLNI dIqvoT IUV SHILIWVIVL

- LOANI JHL °*JTOAOW 27Td ONITIVO FHL HLIM NOILVOINNWWOD
AODVLS VIA QINIVLEO SI JYNAID0¥Yd SIHL OL LNINI JHL = JOVJAYILINI

*3NON - LNdLNo

°Q3LnNdodIxXd SI ITNAOW

ONI'TTVD JHL OL dWAL NJYALIY ¥V ANV ‘QILVI0TTIVIA ADOVLS

dHL NO SYJILIAWVYVd LAAINI JHL ‘AIYIA0DIY SI SSIYAAV NINLIY
dHL ‘Qdy¥0oLsa¥ SI XI ‘¥IAT FHL J0 NOILITAWOD ¥ILJVY

0 OL T¥nd3 SI D€ TIINN IANILNOD TTIIM SSID0Ud

SIHL °Jd INIWIYOIQA ANV ‘IA ANV TH INIWIYONI TTIIM II

“3Q X9 QILVOIANI NOILVYOOT JFHL OL ‘TH X€ QILVOIANI NOILVDOT
dHL 40 SLNILNOD JHL JAOW TTIM GNVWKOD YIAT IHL

*SLES 9dY TH ANV ‘3IQ ‘D€ FHL OLNI WIHL SAYOT ANV SYILIWVEVd
LOINI FIVHL IHL SIATIYLIAY NOILOIS LXIN FHL

*NOILV¥D0T dsV¥d SIHL WOdd LISIJ0 3™ TTIM

SYILANVIVA LNINI TTI¥ °JYOVLS FHL YOd NOILVOOT IASVd ITHL

SIHST'IEVLSY HSNd JHL °*NYNLIY JHL LV NOILVZITVWION ¥Od

9d¥ XI HL Jd0 JAVS IHL HLIM SNIDId SSID0Ud FHL = ONISS3o0ud

WP UUP LA U G U QU W S

C=92

*HLONIT QYoM 40 TV

SYALIWVYIYd JIYHL TIV °*qIYIISNVYL 39 OL SILXE J0 YIAWNN FHL

ANV ‘SS3¥aav XYOW3IW (OL) NOILVNILS3d FHL ‘SSIYAAV XUOWIW
(WO¥Jd) IDYNOS FHL :SIANTYA FIYHL SIDIIXT DO¥d SIHL - LOdANI

PR

YIHLONY OL AYOW3IW NI NOILVDO0T INO WO¥d S3IIXL 40
dON3N0AS ¥ JAOW OL SI I¥NQIO0Ud SIHL 4O ISOdUnd IHL

S S0 fu S P tn fh B S 0n Sn Fn fm 0n O 04 Su Pa fn Su, fa 0n fa Bfa Su Su Sy Sy Sn 0n Sun Su fu 04 u B

b X4OWIW NI S3ILXE 4O IONINDIS ¥ IAOW 03sAOR JYNaID0UI ¢

. CCC#CG##*CC#C«.##Ciii####lt#*i’#i*iﬁi#iiiilitﬁﬁi#CCCI!C*CGCCC##C#CCOCCCQ#'#C*#Cm
: Al XX A2 L R I R L R R A L R R R R  E R R R R R R P P PSS RS E SR F SR SR Y Y

Il A T B A AR

PPN PO L u . PSR SO VPG ' L NI R I R L Ve =)




ad

RAeIC§ it I

4
(A2 AL A X I S L E X R R R R R R R R A R R S S R R PRS2SR S ER S S SERS 2RSSR S SR L R L X B

NYQLIY

ADVLS dLVDOTINIQ

SSIYAQVY NYALIY YIA0DIH
XI 3¥0oLsIy

S3LXd JAOK

SSIYAAV IOMNOS a1
SSIYAAY NOILVNILS3IA a1
dAOW OL S3LXd aTt
AOVLS d0 Isvd OL XI LIS

NIOL3IY ¥0d XI JYOLS
S3ILXLd 40 IONINOIS ¥ FIAOW OL J0id

[ 1N

*n on on

"o *n on on *n

o On

(TH)

ac

daa dod
dd d40d
3aa d40d

TH d40d
XI d0d

JIa1

(6+XI)‘H
(8+XI1)‘1

(L+XI1)‘a
(9+xI)‘a

(s+XI)‘a
(b+XI1)‘D

a1
at

a1
a1

a1
a1

ds‘’XI aav

0‘X1

a1

XI Hsnd

:03SAOH

]
2222 Al Lt R R R R A R R R R R AR R R R E R P SR R PR RS RS PRS2SR 2 2

‘SLINS3Y JTAVIOIAIYANA FAVH TTIM SILIH 9T NI
IYOLS I8 NVYO LVHM NVHL YILVIYD SILAE 4O YIEWAN V YIJISNVYL OL

{

e o O

C=93

L eta latemida  oa e

PR
FoomPy

N

“ .




LA NV SATd SS3¥AAV ISv¥d ¥V 40 ISN IHL HLIM AIATIALIY JTIV ANV

*STIVLIA ¥0d L NOILD3S ‘3AIND ¥aSN 21d
‘10-960€-€0 INIWNOOA IONAOYd S0TIZ IDNAYIIFY °*LISIJI0

UNVWWOO HSNd ¥V HLIM JOVLS FHL OLNI Q3aavoT JdV SYILAWVIVA
LOINI JHL °3ITOAOW Z1d ONITIVO FHL HLIM NOILYOINAWWOD
AOVLS VIA QINIVLEO SI FHYNAID0Ud SIHL OL LOINI JHL = FOVIHILNI

*dNON - LNdino

*@aLNdax3 SI ITINAOHW

ONITIVO FHL OL dWAL NYALIY ¥ ANV ‘qIaLvdioT1TIvad MOVLS

dHL NO SYILINVIVd LNINI JHIL ‘qIHIA0D3Y SI SSTUAAV NIAALAY

dHL ‘QIYOLSTY ST SFY XI FTHL ‘ISIMHIHLO °SSID0Ud ILNdNI

dHL SANNILNOD dOOT ONXS FHL OL IIVd dOOT V¥V ‘dIAIIDIY Id OL

ONINIVWIY SILXLE I¥YV FYIHL 4I °*SYALNIOd JO INIWIYDIA ANV

INIWIYONI ALVIVdO¥ddVY JHL HILIM SMOTIOd JA0D LOANI TVALOV

JHL °3LVYY¥ aN¥d NISOHD JHIL HLIM 3A0D JHL SITZINOUHONXS 4001
SIHL °SOLVLS XQV3d SNINDIHD ¥O0d ILXIN SI dOOT ONXS ¥

*S93¥ TH ANV ‘d ‘D ‘d JHIL OLNI WIHL SAVOT ANV SYALIWVIVI
LNANI ¥N0d JHL SIATIULIY NOIIDAS IXIN ITHL

*NOILVO0T 3sVd SIHL WO¥d LISdd0 39 TTIM

SYILINVYVd IOINI TIV °*JYOVLS FHL ¥Od NOILVOOT dSVd FHL

SHHSITEVLSd HSNd FHL °*NYNLIY FHL IV NOILVZITYWION ¥Od

939 XI HL 40 JIAVS FHL HLIM SNIODILE SSID0Yd 3IHL - 9NISS3IO0NUd

‘HLONIT NI (MOM 1T1INd ¥V SI YALIWVYVA SSIYAAY XYOWIW JHL

dTIHM JZ2IS JLAY JUV SIALAD 40 ¥YICGWNAN THL ANV SISSIIAAY

LY0d LYVSN OML FHL °*FAIIOIY OL SILXY JO YIEWAN JHL ANV

‘YIVQ FHL aANIS Ol FYIHM JO NOILVOOT XHOWIW ONILYVIS FHL

/$S3YAAV LYOd VIVA IYVSN FHI ‘SSIYAAVY LIOd ANVWWOD ILiVSQ
JHL :SINTYA LOINI ¥0N0d SIOIdXT D0¥d SIHL = LQOdNI

*LY0d QIIJILNIAI NV WOdd S3ILX9 JO IONIANDAS
¥ JAI3DIY OL SI IWNAIO0¥d SIHL 40 IS0ddnd dJHL

Sn S % fu Sa Sa Su Sq G4 00 Su fu Su n fa fa 0n S Sn Sn Ou 4 Sun Pun En Fa 04 S fu fu 4 Su Sn Su ta

S3LXd d¢ JONINDIS IAIIOINA 03soay FINAID0Ud ¢

C.ﬂ#it«.i.ﬂt*itiiii’il##iiiiﬂififtl#tt.ic.ii’ti.fﬁﬁ*iﬁﬁti*i#*#iiiiiii##ifi’l#i#«:ﬂﬁiu
.ﬂtlii*i.#iiiiiiiiiiﬁiiiiiiiﬂiitiiﬁit:li#OCCiiil#i.ﬂ«.l#.’ilﬁfitﬁiﬁtiiiitidﬂﬂifiiﬁ.ﬂ«

o o P
PP U ST Y o alaa 4, 3 2 PPV W )

C=94

'
-
v
>

b




——T

et i A a4

— 3 8 2 s

GO Bohe Jume. samecy

4 * B e
- NCVRI UL WA GRS USIpP i S

R

- .

ADVLS JALVOOTIVAQ

SSIYAQVY NYNLAY YIA003Y

XI JY05LS3y

JNNILNOD ISTI

JIHLONV JAIZOIY ‘0 < IJ3T SILAD YAWN JI
SSIYAQV LV¥O0d ANVWWOD dT

YALNIOd SSIYAAV VLVA JONVAAY

YLVQ JYO0LS

dLX9 JIAIFOA™

$S3¥YAqV VIVa a1
§$S3YAAVY LYOd vL¥A a1

JAIIOIY OL AQVIY TTILNA LIVM
SSIYAAVY LIYOd ANVHOO a1

§53daav LYOd vIvad a1

VLVYd 40 IdIJOIY ¥Od SS3adav q1

JAIJOIY OL SJILXL a1l

ADVLS JO ASVYH OL XI L3S

NIONLIY 04 XI TYOLS
S3LX9 4O IONIANDIS IAIIDIY O J0¥d

on

S on s ta fu B4 Swm

u om on

‘n L)

L LY

"

”"n

:

dq d0d

TH d40d
XI d0d

1471034 ZNCd
(0T+XI)‘D a1
TH ONI

v’ (14) a1
(0)‘v NI
(1H) ‘Y a1
a‘s a1
1d10d4‘2Z ¥e
¥v‘T 119
(0)‘¥Y NI
(0T+XI) ‘D a1
(8+XI)‘a a1

(L+XI)‘H a1
(9+XI) ‘1 a1

(p+XI1) ‘9 a1

ds‘’XI1I aav
0‘XI a1

XI HSNd

»

Td 103

: 03803y

'
A2 I I R I R LI L L R Y R P R R R R TSRS SRS XSRS SS SRS R R Y 0

°SITINS3IY ITAVLOIAIYINAN FAVH TTIM SLIE 8 NI
QIYOLS d9 NVO LVHM NVHL YILVIYD SIALAY JO YIGWON ¥ JAIIODIY OL
ONILAWILLLY °dZIS ¥3ALSIOIY JHL X9 AILIWIT SI J0¥d SIHL Xd

G3aAI3O3Y 3d NVD LVHL SILXY J0 JYILGWNN FHL °1

- SJ3LON

H

$
¢
{
{
H

C=95

F A A O R S

PR N S

\“j s . .A Y "A - P




L WL ST AR SO SR SN

s O K
r 1 !
b (@] ]
..
f “
1
p
! y
. A
{
L
. g
3 L3 L3 A
: |
h. ««.t«.««.t*i««««t«tt«#tcccitttcctt«ct««.«.ttctt#««*t«.«i#«««ccct«tc«.#ct«.*t«ut«.«utattm )
H ...
. K
b . L
i NIQLIYy ¢ (I4) 4r g
N daa mo& "t
-.. mo mg ....
2 da d4o0d X
. i
s P
. "
. R
4 1
. LA s
& nou . .
v.. o ’ n-_
b, 0
‘. ) o . KR ] RN ) N - -, - - R
SRS LS URAAAANN - FRIREES ST vl WIAPIIIAINE »-4l IOLA




°STIVLIA ¥Od L NOILDIS -‘3aAInd y¥asn 214

‘T0-960€-€0 LNIWADOA IDNAO¥d S0TIZ FONIYIIAY °*LISIJI0

NV SO1d SST¥AQVY 3ISVd ¥V 40 3SN IHL HILIM QIATINLIY JYV ANV

ANVWWOD HSNd ¥V HLIM MOVLS JHL OLNI daavoT JYV SYILINVIVL

LOINI JHL °*3TAAOW Z27T1d ONITIVD FHL HLIM NOILVDINAWWOD
ADVLS VIA QINIVLE0 SI FINAIO0¥Yd SIHL OL LAANI JHL = JOVJYILNI

*dANON - LN4dLno

*airLndIxX3 SI ITNAOW

ONITIVD JHL OL dWACL NIALIY ¥ ANV ‘@dLvd0TIVIA IOVLS

JHL NO SYILAWVIVd LNINI JTHL ‘dIYdA0DIY SI SSITUAAY NINLIY

JHL ‘qI¥0orsd¥ SI 93¥ XI FHL ‘FSIMYIHLO °SS3ID0¥d INdINO

JHL SINNIINOD 40071 ONXS IHL OL dOVd dOO1T ¥ ‘ILNIS 3d OL

ONINIVWIY SALXY YV FYIHL JI °*SYTINIOd JO LNIWIWDAA ANV

INIAWIYONI FILVIVYJO¥ddY FHL HLIM SMOTIOd IAOD ILA4LNO ‘TVALOVY

dHL °*JLVY dNVd NISOHD FHL HLIM 3A0D FHL SIAZINOYHONXS dOO1T
SIHL °*SNALVLS XQV3¥ OSNINDOIHD ¥Od ILXAN SI dOOT ONAS W

*SOd¥ TH ANV ‘Q ‘D ‘d 3HL OILNI WIHL SAVOT ANV SYILIWVIVL
LOANI ¥00d FHL SIATIYLIY NOILOIS ILXIN FHL

*NOILVYDO01 3S¥d SIHL WOY¥d LISJII0 Id TIIM

SYALANVIVd LNINI TIV °*AOVLIS FHL ¥Od NOILVOOT ISvd JHL

SAHSITEVLSd HSNd FHL °NINLIY FHL LV NOILVZITVWION ¥OJd

938 XI HL 40 FAVS ITHL HIIM SNIDIL SSID0Ud IHL - Y9NISS3AD0Ud

“HLONIT NI QMOM TINd ¥ SI YILIWVIVd SSIYAAY XJIOWIW ITHL

dTIHM JZIS JLA9 IYV SIALXLE 4O YIGWNN FHL ANV SISSIYAAY

LY0d LYVS OML JHL °IJAIIOIY OL SILAL 40 YIHWAN IHL ANV

‘INIS 39 OL VIVA FHIL JO NOILYOOT XYOWIW ONILYVIS FHI

‘SS3YAAV LY¥0d VIVA LYYSA FHL ‘SSTYAAVY IVOd ANVWWOD LiVSn
dHL :SIAN'IVA LNINI ¥0N0d SILO3IdXT D0¥d SIHL - LOdINI

*LY0d QIIJILNIAI NY OL S3ILAL 30 IONINOIS
¥V dN3S O&L SI JYNA3IO0Ud SIHL 40 ISOdYNd JHL

o Su 0n 0 tu Sa 0u Su In Su 4 S S4 fn Su Ya S B4 S Sn du On Sn Sn n Ba S fu On da du Su Sh Sn SN oa

S3LXd 40 IDONINOIAS ANAS Odasans JANQIO0Yd ¢
Ry Y Yy Yy P PP PP T P TP YTy
y I Ty Yy Y Yy Y Y Yy Y PP Y T YT TP YT e e T P PP P PP Y PP Ty

T ———

PRI

c=-97




aa 40d

¥OVILS dILvooTTvaa ‘¢ aq dod
ssiyaav NYALIY YIAODANY TH d0d
XI JJOLSIY XI d0d

. JONILNOD dST1d
dIHLONY dNIS ‘0 < L4371 SALAL YEWN d1
§SI¥AAY LIO0d ANVWWOO a1

*m Sa Su Sn Su 2n

[dIaNS 2ZNCa
(0T+XI) ‘D a1

] HALNIOd SSIYAAY VIVYA JONVAAY TH DONI
dLxd anNds ‘¢ v’ (D) ILno

. ssdqyaav vIva a1 ¢ (TH) ‘¥ Q1
§sadaav L¥od vivda at ¢ a’s an

. . ¥’‘0 L1d
{ LINSNVYL OL Xavdy IILNA LIVM ¢ (D) ‘v NI 1dIaNS
. SSIYAAV LYOd ANYWOD aT ¢ (0T+XI)*D a1
b e’
§s3yaav LJyod vLva a1 ‘¢ (8+XI)’a a1 T :
C N
(L+XI)‘H a1 X
aNdsS ol vYivd JO ssdyagav a1 ¢ (9+x1)*1 Q1 :
: aNds oL S3ILXxd a1 ¢ (p+XI)‘d a1
9 ds‘XI aav i
, ¥O¥LIS 40 3svd Ol XI L3S ? 0‘XI a1 |
-
NIALIY ¥Od XI FYOLS ¢ XI dsnd g
S3Lid JO IONINOIAS ANIS OL J0d¥4d ¢ : 03 SANS ¥

iitiiC####C##‘*#####%##i##i**#*##*#*ii###*##i##**###ﬁ#ii#i#iC###*#ii#ﬂﬁﬂ#ﬂi#iﬁn

IdIANS?Z ¥4C

DS SR .kz.‘».‘;-,.-_-;AJ

i e it e et

*SI10S3IY IT19VIDIATYINN JAVH TTIM SLIH 8 NI

gIYOLsS 39 NYD LYHM NVHL JILVIYD SILAE 40 YIEWAN ¥V a@NIS OL

ONIIIWALLLY °dZ2IS HALSIOIY FHL X9 QILIWIT SI J0¥d SIHL Xd
INIS 39 NVD LVHL SIIX9 JO HIGWON JHI °T ~ SJLON

P AR A A A A

o o Sa ota 0 Oin




|

AN e e cams aund ceen oo

?
i###**#il##i####i#’#*#####li«.##«.##‘###’*#ﬁ#«:ﬂ#i#iii###’i#if’ﬁ###«.#*i*#«.f«.#«.#iﬁu
**C#it###i##i####il*###t##t###«.##C#«.C%***#C##*#*iii#i«.i#**#ﬂil####«.#«.#l#«.##«.i#o

NdaLIy ¢ (1d) 4dr

d4a dod
dda dod

C-99

Ta®at et - l._.‘.)..J

el

SRy i S .

e -




B T ey —— T— T —— NI SR Bl MRGR A s S o LT S il e et FRE= i i "_"\-Tv‘v_T
R N P Le . . . e L PR - ~ LT B - . .

Yita
Captain Craig H. Hazelton was born on 10 January, 1949
in New York City. 1In 1952 he moved to Atlanta, Georgia and

later to Bradenton, Florida where he graduated from high

school in 1967. 1In 1968 he enlisted in the United States

Air Force and served as a missile electronics technician

omu At a g

until 1978 when he entered the University of éentral Florida
[‘ under the Air Force's Aitmanvéducation and Commissioning
~; Program. After graduating with a Bachelor of Science degree
in Electrical Engineering, he received his commission and
fg was assigned to Eglin AFB, Florida where he served as lead
test engineer for the F-15 electronic warfare system. He

entered the Air Force Institute of Technology in June 1981,

P [. Permanent Address: 3316 32nd Street West

» Bradenton, Florida 33505
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